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Policy-Aware Web

e Fully support a move to a Policy-Aware Web

e This will truly move towards “Leading the
Web to Its Full Potential...”

e New Web Infrastructure
e Huge Opportunity

¢ Numerous communities working on Policy
Languages

e Vertical nightmare...
e Huge Interest...Major Impact...



Privacy
e Rights
o ldentity

e Access Control
e Context

e Preference

e QoS
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Attribution-ShareAlike 2.0

You are free:

e to copy, distribute, display, and perform the wark

& to make derivative works
& to make commercial use of the worlk

Under the following conditions:

Attribution. You must attribute the work in the manner specified by
the author or licensaor.

Share Alike. If you alter, transform, or build upon this work, yvou may
distribute the resulting work only under a license identical to this one.

& For any reuse or distribution, you must make clear to others the license terms of

this work.
« Any of these conditions can be waived if vou get permission from the copyright

holder.

Your fair use and other rights are in no way affected by the above.

This is a human-readable summary of the Legal Code (the full license).

Disclaimer 2
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Attribution. You must attribute the work in the manner specified b
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BY EXERCISING ANY RIGHTS TO THE WORK PROVIDED HERE, YOU ACCEPT AND AGREE TO BE
BOUND BY THE TERMS OF THIS LICENSE. THE LICENSOR GRANTS YOU THE RIGHTS

T : . CONTAIMNED HERE IN CONSIDERATION OF YOUR ACCEPTANCE OF SUCH TERMS AND
& For any reuse or distribution, you must make clear to others the license tern

this wark. CONDITIONS.
e Any of these conditions can be waived if you get permission from the copyri 1. Definitions
halder.
a. "Collective Work™ means a work, such as a periodical issue, anthology or

encyclopedia, in which the Work in its entirety in unmodified form, along with a
number of other contributions, constituting separate and independent works in

Your fair use and other rights are in no way affected by the above. themselves, are assembled into a collective whole. A worlk that constitutes a
Collective Work will not be considered a Derivative Waork (as defined below) for

This is a human-readable summary of the Legal Code (the full license). the purposes of this License.

Disclaimer D__'I b. "Derivative Work" means a work based upon the Waork or upon the Work and

other pre-existing works, such as a translation, musical arrangement,
dramatization, fictionalization, motion picture version, sound recording, art
reproduction, abridgment, condensation, or any other form in which the Work
may be recast, transformed, or adapted, except that a work that constitutes a
Collective Work will not be considered a Derivative Wark for the purpose of this
License. For the avoidance of doubt, where the Work is @ musical compaosition or
sound recording, the synchronization of the Work in timed-relation with a moving
image ("synching") will be considered a Derivative Wark for the purpose of this
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a. "Collective Work™ means a work, such as a periodical issue, anthology or
encyclopedia, in which the Work in its entirety in unmodified form, along with a
number of other contributions, constituting separate and independent works in
themselves, are assembled into a collective whole. A worlk that constitutes a
Collective Work will not be considered a Derivative Waork (as defined below) for
the purposes of this License.

b. "Derivative Work" means a work based upon the Waork or upon the Work and
other pre-existing works, such as a translation, musical arrangement,
dramatization, fictionalization, motion picture version, sound recording, art
reproduction, abridgment, condensation, or any other form in which the Work
may be recast, transformed, or adapted, except that a work that constitutes a
Collective Work will not be considered a Derivative Wark for the purpose of this
License. For the avoidance of doubt, where the Work is @ musical compaosition or
sound recording, the synchronization of the Work in timed-relation with a moving
image ("synching") will be considered a Derivative Wark for the purpose of this
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Context Preferences
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IETF Common Policy St

<ruleset xmlns="urn:ietf:params:xml:ns:common-policy">
<rule id="f3g44r1">

<conditions>
<sphere value="work" />
<identity>
<one id="sip:alice@example.com" />
<many>

<except domain="example.com"/>
<except id="tel:+1-213-555-1334" />
</many>
</identity>
<validity>
<from>2003-12-24T17:00:00+01:00</from>
<until>2003-123-24T19:00:00+01:00</until>
</validity>
</conditions>
<actions/>
<transformations/>
</rule>
</ruleset>



XACML 2 - Language Model
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XACML 2 - Negotiation Model (eemmc
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REI Privacy Model
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grant action

Lalana Kagal (et al) Proceedings of the Sixth IEEE International Workshop on Policies for Distributed Systems and Networks




Policy Requirements

e Transparency, Compliance mechanisms,
Accountability (See Weitzner et al)

e Trust
e “enforcement” mechanisms V community
acceptance

e Inclusive of the Mobile sector (identity privacy)

e Address Policy conflicts and preferences
(priorities)
e Meet the dynamics of Context



Policy Framework

e Challenges

e Policy Requirements

e Policy Abstract Reference Model (PARM)
e Expression(s) of the PARM

e PARM Architecture(s)

e Community/Sector based Ontologies and
Vocabularies
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Policy Models

e Capture the commonality of the community
e Information Model

e Negotiation Model

e Enforcement Model

e Consent Model

e Support in the Web Infrastructure



Semantic Web Stack 2006

User Interface & applications

Query:
SPARQL

A Framework for Web Science, Tim Berners-Lee (et al). Foundations and Trends in Web Science, 2006



Semantic Web Stack 2006

User Interface & applications

A Framework for Web Science, Tim Berners-Lee (et al). Foundations and Trends in Web Science, 2006



Policy-Aware Web

e This is the real Web 2.0

e Core new Infrastructure that will enable major
new services

e Time is right...




Back to the Future... (opuum

W3C Role

Digital Rights Language (DRL) WG

Develop the semantics of an cross-sector digital

rsystems

rights language - encoded in XML
Trusted Metadata (TM) WG

Architecture that supports the encoding and
transmission of DRM (and other) metadata

RDF 11

DRM Interest Group

Discuss the next steps that W3C should take in
developing solutions to the larger DRM issues

Establish strong relationships with other com-
munities developing open DRM solutions



Back to the Future... (pasni

W3C Role

Digital Policy Language (DRL) WG

Develop the semantics of an cross-sector digital

rsystems

PO“CY language - encoded in XML
Trusted Metadata (TM) WG

Architecture that supports the encoding and
transmission of POIICY metadata

RDF 11

Policy Interest Group
Discuss the next steps that W3C should take in
developing solutions to the Pohcy issues
Establish strong relationshins with other com-
munities developing oper POIiCYblutions



