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At Microsoft, consumer trust is vital to our business, and privacy is a critical component of earning and
maintaining that trust. In all of our service offerings, we strive to be transparent about our privacy
practices, offer meaningful privacy choices, and protect the security of the data we store.

The explosive growth of the Internet, cloud computing, the proliferation of computers and handheld
mobile devices, and the expansion of e-commerce, e-government, e-health, and other web-based
services have brought tremendous social and economic benefits. At the same time, however,
technology has fundamentally redefined how, where, and by whom data is collected, used, and shared.
The challenge that industry, government, academics, and advocates must address together is how to
best protect consumers’ privacy while enabling businesses to develop a wide range of innovative
products and services.

The multiple contexts in which Microsoft engages with consumers give us a unique perspective on the
privacy discussion. For example, as a website operator, an ad network, and a browser developer, we
have a deep understanding of the roles that different participants in the digital ecosystem play in
safeguarding consumer privacy. Also, based on our longstanding involvement in the privacy debate, we
recognize that the combined efforts of industry and government are required to effectively balance the
need to protect consumers’ privacy interests and promote innovation.

When Justice Louis Brandeis famously defined privacy as “the right to be let alone” in 1890," he could
not have foreseen how technology would revolutionize our world. In the digital era, privacy is no longer
about being “let alone.” Privacy is about knowing what data is being collected and what is happening to
it, having choices about how it is collected and used, and being confident that it is secure. These three
principles—transparency, control, and security—underpin Microsoft’s approach to privacy. We believe
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that the principles of transparency, control, and security should inform technological, self-regulatory,
legislative, and educational initiatives to safeguard consumer privacy.

In a separate paper from Adrian Bateman entitled “Web Tracking Protection” we have written about the
browser features in IE9 and Microsoft’'s Member Submission to the W3C. Here we would like to identify
some of the key questions we believe need to be addressed across the stakeholder communities in
order to make any of these approaches effective.

In light of our experience, we continue to advocate a multi-pronged approach that includes technology
tools — such as the Tracking Protection and “Do Not Track” user preference described in our W3C
submission — as well as industry self-regulation, legislation, and consumer education. We have written
in more detail about each of these in connection with the recent Senate Commerce Committee hearings
here.

For the purpose of this workshop and discussions of the role of W3C and other organizations in Web
privacy and tracking protection, one of our key focus areas is effective coordination of different
elements of these approaches, different stakeholder views, and the alignment of technical standards
with policy interests.

Over the past ten years, there have been a number of thoughtful papers on the connection between
technical standards and policy interests.® Fundamental to that discussion is a recognition that the work
on technical standards designed to implement policy or “values” will need to integrate views that reach
beyond the discussions that may take place in a strictly technical standardization effort. We believe that
it is important for the discussions at the Workshop to move the conversation toward consensus on how
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some of the underlying “values,” “social protocols” or “policy and business rules” can be identified and

developed in tandem with the technical means to achieve them.
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Accordingly, we believe that some of the key questions that should be discussed in this Workshop
include:

e What is the appropriate process — including policy and broad stakeholder input — to develop the
definition of “track” and web site behaviors in response to the “Do Not Track” signal from a
browser?

e Who are the appropriate stakeholders to be engaged in developing that definition and
behaviors?

e  What will be the most effective way to convene those stakeholders in that development?

e What objectives, considerations, constraints and other factors should stakeholders have in mind
as they look at potential approaches to web privacy — for example to determine what actions
web sites should take in response to a “Do Not Track” signal?

e How will that process best take into account the global nature of the web — for example if a
consumer in Brazil accesses a French web site running on servers hosted in Germany using an ad
provider from Australia and an analytics firm in the United States, how do all of the participants
in the system know what definition of tracking applies and how to interpret the consumer’s
expression of intent?

We believe that a robust discussion of these questions will help move the overall efforts on the
technology and the related policy topics forward. We also believe that a broad set of stakeholders is
required to achieve effective outcomes on these issues for industry, government, and most importantly,
consumers.



