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Abstract

This document defines the Web Services Architecture. The architecture identifies the functional
components, defines the relationships among those components, and establishes a set of constraints upon
each to effect the desired properties of the ovarallitecture.

Status of thisDocument

This section describes the status of this document at the time of its publication. Other documents may
supersede this document. A list of current W3C publications and the latest revision of this technical report
can be found in tH&/3C technical reportsxdexat http://www.w3.0rg/TR/.

This is the third publifVorking Draff of the Web Services Architecure specification. It has been produced
by thW3C Web Services Architecture Workiroug which is part of thfV3C Web Serviceéctivityl

Since the last publication, the concepts and relationships have been organized into five architectural
models (seR.3 The Architectural Modeld[p.18] ).
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1 Introduction

Editorial note

dbooth editing this section. The previous "Contract with the Reader" has been merged setctithis

1.1 Purpose of the Web ServicArchitecture

Web services provide a standard means of interoperating between different software applications, running
on a variety of platforms and/or frameworks. This document (WSA) is intended to provide a common
definition of a Web service, and define its place within a larger Web services framework to guide the
community.

The WSA provides a model and a context for understanding Web services and the relationships between
the various specifications and technologies that comprise the WSA. The WSA promotes interoperability
through the definition of compatible protocols. The architecture does not attempt to specify how Web
services are implemented, and imposes no restriction on how services might be combined. The WSA
describes both the minimal characteristics that are common to all Web services, and a number of
characteristics that are needed by many, but not all, Web services.

The WSA integrates different conceptions of Web services under a common "reference architecture".
There isn’'t always a simple one to one correspondence between the architecture of the Web and the
architecture of existing SOAP-based Web services, but there is a substzariab.

We offer a framework for the future evolution of Web services standards that will promote a healthy mix

of interoperability and innovation. That framework must accommodate the edge cases of pure SOAP-RPC
at one side and HTTP manipulation of business document resources at the other side, but focus on the area
in the middle where the different architectural styles are both takeadntideration.
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1.2 IntendedAudience

This document is intended for a large and diverse audience. Expected readers include users and creators of
individual Web services, Web service specification authorsptrets.

1.3 DocumentOrganization
This document provides introductory overview material followed by normataterial.

The body of the architecture is presented as a set of core concepts and key relationships between them. A
core concept is usually a noun, but does not have to be, and the relationships between conncepts are
usually predicates, i.e., verbs. Both noun-style and verb-style concepts are present in the architecture, the
latter playing a prominent role in the relationships betveegtepts.

A primary goal of thgonceptsectiof[p.16] is to provide a basis for measuriognformanceo the

architecture. For example, fhesourcHp.47] concept states that resources have identifiers (in fact they

have URISs). Using this assertion as a basis, we can measure conformance to the architecture of a particular
resource by looking for its identifier. If, in a given instance of this architecture, a resource has no

identifier, then it is not a valid instance of tehitecture.

While theconcepts andelationshipgp.16] represent an enumeration of the architecturdstiteeholders’
[viewpoint$[p.66] approaches from a different perspective: how the architecture meets the goals and
requirements. In this section we elucidate the more global properties of the architecture and demonstrate
how theconceptifp.18] actually achieve importambjectives.

A primary goal of th¢stakeholder'$erspectivefp.66] section is to relate the actual architecture with the
requirements of the architecture, especially as outlined in the Web services requifé/&&nReqs]
[p.89] document.

For example, in th8.14 Web servicananageability|[p.84] section we show how the management of

Web services is modeled within the architecture. The aim here is to demonstrate that Web services are
manageable and which key concepts and features of the architecture achieve that goal. In this case,
manageability is realized by showing a link between the concefilofsacally deployedesourcHp.57]

and the abstract concept it realizes (such as a Web service). Management of such deployed resources then
leads to management of Web servidesmselves.

The key stakeholder’s viewpoints supported in this document reflect the major goals of the architecture
itself: interopability, extensibility, security, Web integration, implementationnaaslageability.

Where appropriate, the WSA also identifies candidate technologies that have been determined to meet the
functionality requirements defined within thechitecture.

1.4 NotationalConventions

The key words "MUST", "MUST NOT", "REQUIRED", "SHALL", "SHALL NOT", "SHOULD",
"SHOULD NOT", "RECOMMENDED", "MAY", and "OPTIONAL" in this document are to be

interpreted as described[lRFC 2119][p.89 .
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1.5 What is a Webservice?

There are many things that might be called "Web services" in the world at large. However, for the purpose
of this Working Group and this architecture, and without prejudice toward other definitions, we will use
the followingdefinition:

[Definition: A Web service is a software system designed to support interoperable machine-to-machine
interaction over a network. It has an interface described in a machine-processable format (specifically
WSDL). Other systems interact with the Web service in a manner prescribed by its description using
SOAP-messages, typically conveyed using HTTP with an XML serialization in conjunction with other
Web-related standards.]

1.5.1 Agents andServices

A Weblservicg[p.35] is viewed as an abstract notion that must be implemented by a c{auzefip.33]

. (See Figure 1.) The agent is the concrete entity (a piece of software) that sends anghmessaggss

[p-22] , while the service is the abstract set of functionality that is provided. To illustrate this distinction,
you might implement a particular Web service using one agent one day (perhaps written in one
programming language), and a different agent the next day (perhaps written in a different programming
language). Although the agent may have changed, the Web service remaaraghe

1.5.2 Requester andProvider

The purpose of a Web service is to provide some functionality on behalf of its ow[parsea ot
[organizatiol{p.53] , such as a business or an individual. praviderentityis theperson oorganizatioh

[p.53] that provides an appropriate agent to implement a particular service. (See Figure 1: Basic
Architectural Roles.)

A requesteentity is aperson oorganizatiofip.53] that wishes to make use of a provider entity’s Web
service. It will use aequestermgentto exchange messages with the provider entigdsideragent In

order for this message exchange to be successful, the requester entity and the provider entity must first
agree on both the semantics and the mechanics of the messhgage.

1.5.3 ServiceDescription

The mechanics of the message exchange are documented in a Welidssorigéiohp.37] (WSD). (See
Figure 1.) The WSD is a machine-processable specification of the Web service’s interface. It defines the
message formats, datatypes, transport protocols, and transport serialization formats that should be used
between the requester agent and the provider agent. It also specifies one or more network locations
("endpoints") at which a provider agent can be invoked, and may provide some information about the
message exchange pattern thaxigected.
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1.5.4Semantics

Thefsemantidgp.41] ("Sem" in Figure 1) of the message exchange represents the "contract" between the
requester entity and the provider entity regarding the purpose and consequences of the interaction. It also
includes any additional details on the mechanics of the message exchange that are not specified in the
service description. Although this contract represents the overall agreement between the requester entity
and the provider entity on how and why their respective agents will interact, it is not necessarily written or
explicitly negotiated. It may be explicit or implicit, oral or written, machine processable or human

oriented.

While the service description represents a contract governing the mechanics of interacting with a
particular service, the semantics represents a contract governing the meaning and purpose of that
interaction.

1.5.5 The Role oHumans

Although one of the main purposes of Web services is to automate processes that might otherwise be
performed manually, humans still play a role in their architecture and use, notablywiayao

1. Humans need to agree on the semantics and the service description. Since a human (or organization)
ultimately is the legal owner of any Web service, people must either implicitly or explicitly agree on
the semantics and the service description that will govern the interaction.

Often this agreement will be accomplished by the provider entitity publicizing and offering both the
semantics and the service description as take-it-or-leave-it "contracts" that the requester entity must
accept unmodified as conditions of use. However, nothing in this architecture prevents them from
reaching agreement by other means. For example, in some situations, the service description
(excepting the network address of the service) may be defined by an industry organization, and
shared by many requester and provider entities. In other situations, it may originate from the
requester entity (even if it is written from provider entity’s perspective).

2. Humans create the requester and provider agents (either directly or indirectly). Ultimately, humans
must ensure that these agents implement the terms of the agreed-upon service description and
semantics. There are many ways this can be achieved, and this architecture does not specify or care
what means are used. Fotample:

® an agent could be hard coded to implement a particular, fixed service descriptgamemdics;

® an agent could be coded in a more general way, and the desired service description and/or
semantics could be input dynamicalty;

® an agent could be created first, and the service description and/or semantics could be produced
from the agentode.

Regardless of the approach used, from an information perspective both the semantics and the service
description must be somehow be input to, or embodied in, both the requester agent and the provider
agent before the two agents ¢ateract.
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Figure 1: Basic Architecturdtoles.

Editorial note

dbooth: Not sure how we should label the figures. Also, Figure 1 may needesizesl.
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1.6 Architectural Style

1.6.1 Interoperability Architecture

The Web services architecture isiateroperabilityarchitecture it identifies those global elements of the

global Web services network that are required in order to ensure interoperability between Web services. It
is not intended to be an architecture for individual Web services; the structure and implementation of these
is inherently private and is left to the discretion of the developers of these. However, in order to ensure
interoperability, certain concepts, relationships and constraints are important; and this architecture
identifiesthose.

The major goals of the architecture are outlined in the Web Services Architecture Requirements document

WSA Reqs|[p.89 . These goals are fwomote

® interoperability between Wedervices,
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® integration with the World Wid&/eb,

e reliability of Webservices,

® security of Welservices,

e scalability and extensibility of Web servicesid
® manageability of Webervices.

The role of this architecture is to provide a global perspective on the networked service architecture. Other
specifications, such §SOAP 1.2 Parl][p.89 and[WSDL 1.2 Partl] [p.90] give detailed

recommendations for specific requirements. This architecture is intended to show how these, and other
related, technologies fit together to deliver the benefits of ¥éelices.

Some non-goals of the architectimelude:
® to prescribe a specific programming model or programng@oignology

® to constrain the internal architecture and implementation of specifics@éreizes

to demonstrate how Web services ewastructed
® to be specific about how messages or other descriptiofsraratted

e to determine specific technologies for messaging, discovery, choreogtaphy

1.6.2 Service OrientedArchitecture

The Web architecture and the Web Services Architecture (WSA) are instances of a Service Oriented
Architecture (SOA). To understand how they relate to each other and to closely related technologies such
as CORBA, it may be useful to look up yet another level and note that SOA is in turn a type of distributed
system. A distributed system, consists of discrete software agents that must work together to implement
some intended functionality. Furthermore, the agents in a distibuted system do not operate in the same
processing environment, so they must communicate by hardware/software protocol stacks that are
intrinsically less reliable than direct code invocation and shared memory. This has important architectural
implications because distributed systems require that developers (of infrastructure and applications)
consider the unpredictable latency of remote access, and take into account issues of concurrency and the
possibility of partial failure. [Samuel C. Kendall, Jim Waldo, Ann Wollrath and Geoff
[DistributedComputing].

An SOA is a specific type of distributed system in which the agents are "services". For the purposes of this
document, a service is a software agent that performs some well-defined operation (i.e., "provides a
service") and can be invoked outside of the context of a larger application. That is, while a service might
be implemented by exposing a feature of a larger application (e.g., the purchase order processing
capability of an enterprise resource planning system might be exposed as a discrete service), the users of
that server need be concerned only with the interface description of the service. Furthermore, most
definitions of SOA stress that "services" have a network-addressable interface and communicate via
standard protocols and ddtamats.

10
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Figure 2, Generic Service Oriented Architecture Diagram

Service '_\

Description

The description of a service in a SOA is essentially a description of the messages that are exchanged. This
architecture adds the constraint of stateless connections, that is where the all the data for a given request
must be in theequest.

Editorial note

Put in a good word about the Semantic web and semantics in gesreral

In essence, the key components of a Service Oriented Architecture are the messages that are exchanged,
agents that act as service requesters and service providers, and shared transport mechanisms that allow the
flow of messages. In addition, in public SOAs, we include the public descriptions of these components:
descriptions of the messages, descriptions of the services and so on. These descriptions may be machine
processable, in which case they become potential messages themselves: for use in service discovery
systems and in service managensystems.

1.6.3 SOA and RESTarchictures

The World Wide Web is a SOA that operates as a networked information system that imposes some
additional constraints: Agents identify objects in the system, called "resources," with Uniform Resource
Identifiers (URIS). Agents represent, describe, and communicate resource state via "representations” of the
resource in a variety of widely-understood data formats (e.g. XML, HTML, CSS, JPEG, PNG). Agents
exchange representations via protocols that use URIs to identify and directly or indirectly address the

11
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agents and resourcgg/eb Arch][p.89]

An even more constrained architectural style for reliable Web applications known as "Representation State
Transfer" or REST has been proposed by Roy Fielding and has inspired both the TAG’s Architecture
document and many who see it as a model for how to build Web s¢Rigleing] [p.89] . The REST

Web is the subset of the WWW in which agents are constrained to, amongst other things, expose and use
services via uniform interface semantics, manipulate resources only by the exchange of "representations”,
and thus use "hypermedia as the engine of applicstide."

The scope of "Web services" as that term is used by this Working Group is somewhat different. It
encompasses not only the Web and REST Web services whose purpose is to create, retrieve, update, and
delete information resources but extends the scope to consider services that perform an arbitrarily complex
set of operations on resources that may not be "on the Web." Although the distrinctions here are murky
and controversial, a "Web service" invocation may lead to services being performed by people, physical
objects being moved around (e.g. bodkvered).

We can identify two major classes of "Wesdrvices":

e REST-compliant or "direct resource manipulation" services in which in which the primary purpose of
the service is to manipulate XML representations of Web resources using the a minimal, uniform set
of operations operations,

e "distributed object” or "Web-mediated operation” services in which the primary purpose of the
service is to perform an arbitrarily complex set of operations on resources that may not be "on the
Web", and the XML messages contain the data needed to invoke those operations.

In other words, "direct" services are implemented by Web servers that manipulate data directly, and
"mediated" services are external code resources that are invoked via messageserv&veb

Editorial note

Lots of open terminology issues here, such as what we call these two types of services, and whether the
"Web service" is the interface to the external code or the externaitselfie

Both classes of "Web services" use URIs to identify resources and use Web protocols and XML data
formats for messaging. Where they fundamentally differ is that "distributed object" (editors’ note: or
"mediated services") use application specific vocabularies as the engine of application state, rather than
hypermedia. Also, they achieve some of their benefits in a somewhat different way. The emphasis on
messages, rather than on the actions that are caused by messages, means that SOAs have good "visibility
trusted third parties may inspect the flow of messages and have a good assurance as to the services being
invoked and the roles of the various parties. This, in turn, means that intermediaries, such as firewalls, are
in a better situation for performing their functions. A firewall can look at the message traffic, and at the
structure of the message, and make predictable and reasonable decisiosecalvibyit

In REST-compliant SOAs, the visibility comes from the uniform interface semantics, essentially those of
the HTTP protocol: an intermediary can inspect the URI of the resource being manipulated, the TCP/IP
address of the requester, and the interface operation requested (e.g. GET, PUT, DELETE) and determine
whether the requested operation should be performed. The TCP/IP and HTTP protocols have a widely

12
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supported set of conventions (e.g. known ports) to support intermediaries, and firewalls, proxies, caches,
etc. are almost universal today. In non-REST [Ed. note: or "distributed object" or "mediated" ] but
XML-based services, the visibility comes from the fact that XML is the universal meta-format for the

data. Intermediaries can be programmed or configured to use the specifics of the SOAP XML format,
standardized SOAP headers (e.g. for encryption, digital signature exchange, access control, etc.), or even
generic XPath expressions to make routing, filtering, and cacheing decisions. XML-aware firewall and
other "edge appliance" products are just coming to market as ofrttirg.

1.7 Web Servicelechnologies

Web service architecture involves many layered and interrelated technologies. There are many ways to
visualize these technologies, just as there are many ways to build and use Web services. Figure 3 provides
one illustration of some of these technoldgmilies.

Figure 3: Staclbiagram.

13
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SOAP Extensions
Reliability, Correlation, Transactions ...

Marketing documents from Web services vendors often contain a three-part diagram to show how the
different Web services "standards" relate to one another: WSDL describes the format SOAP messages,
and UDDI serves as a discovery service for the WSDL descriptions. The problem with such diagrams is
that they don’t convey the multiple dimensions of the Web services standards "space" and can't easily be
extended to handle new standards, e.g. for security, management, choreography, and so on. In order to
show the big picture of the Web services architecture as we envision it, the picture needs to be somewhat
morecomplex.

First and foremost, XML is the "backplane" of the WSA. One can imagine Web services that don’t depend
on the SOAP envelope framework or processing model, or that don’'t employ WSDL to describe the
interaction between a service and its consumers, but XML is much more fundamental. It provides the
extensibility and vendor, platform, and language neutrality that is the key to loosely-coupled,
standards-based interoperability that are the essence of the Web services value proposition. Furthermore,
XML helps blur the distinction between "payload" data and "protocol" data, allowing easier mapping and
bridging across different communications protocols, which is necessary in many enterprise IT
infrastructures that are built on industrial-strength but proprietary components. Thus, the "base
technology" of the WSA consists of some key XML specifications, including XML 1.x, XML Schema
Description Language and the XML Base specification. Note that wetdely on all XML technologies;

for example, we do not rely on XML DTDs, in thechitecture.
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1.7 Web Service Technologies

This leads to the next key concept in the WSA: services are invoked and provide results via messages that
must be exchanged over some communications medium. The WSA encompasses a wide, almost infinite
variety of communications mechanisms: HTTP (the dominant protocol of "the Web"), other Internet
protocols such as SMTP and FTP, generic interface APls such as JMS, earlier distributed object protocols
such as IIOP, and so on. In principle, Web services invocation and result messages could be passed arounc
by "sneakernet", RFC 1149-compliant carrier pigeons, or mechanisms that have not yet been invented.
WSA says almost nothing about this communication layer other than it exists -- it does not specificy that it
be at any particular level of the OSI reference architecture protocol stack, and allows Web services
messages to be "tunnelled" over protocols designed for anmutimse.

WSA does have quite a bit to say about the messages themselves, if not about the mechanism by which
they are communicated. SOAP is the key messaging technology in the WSA: while very simple
information transfer services can be implemented without SOAP, secure, reliable, multi-part, multi-party
and/or multi-network applications are much easier to build if there is a standard way of packaging the
messaging information in a protocol neutral way. This also allows the messaging infrastructure (which
may be specialized hardware, SOAP intermediaries, or code libraries called by the ultimate recipient of a
SOAP message) to provide authentication, encryption, access control, transaction processing, routing,
delivery confirmation, etc. services. SOAP’s envelope (and attachment) structure and header / processing
model have proven to be a very robust and powerful framework within whichtiisdo

Interoperability across heterogenous systems requires a mechanism to allow the precise structure and data
types of the messages to be commonly understood by Web services producers and consumers. WSDL is
an obvious choice today as the means by which the precise description of Web services messages can be
exchanged.

Editorial note

Obviously we have open issues with respect to whether description mechanisms such as shared code
"qualify" here.

In the future, more sophisticated description languages that handle more of the *semantic* content of the
messages are likely to become technologically viable, and such languages (perhaps based on RDF and
OWL) will fit well in the WSA framework.

Beyond the description of individual messages such as WSDL provides, the WSA envisions a variety
process descriptions: the process of discovering service descriptions that meet specified criteria, the
process of describing multi-part and stateful sequences of messages, the aggregation of processes into
higher-level processes, and so on. This area is much much clearly defined than other parts of the WSA, but
there is much work going on and the WSA incorporates them at an ahlstehct

In addition to specific messaging and description technologies, the architecture also provides for security
and management. These are complex areas that touch on many of the different levels and technologies
deployed in the service of Welarvices.
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2 Core Concepts and Relationships

2 Core Concepts andRelationships

2.1 Introduction

The formal core of the architecture is this enumeration of the core concepts and relationships that are
central to Web servicesiteroperability.

2.2 How to read thisarchitecture

The architecture is described in terms of a few simple elements: concepts, relationships, features and
models. Concepts are often noun-like in that they identify things or properties that we expect to see in
realizations of the architecture, similarly relationships are normally linguisticaibs.

As with any large-scale effort, it is often necessary to structure the architecture itself. We do this with two
larger-scale "meta-concepts" ffeatur¢p.17] andmode)[p.17] . Features are elements of the architecture
which may be realized using concepts and relationships defined within the architecture itself. A model is a
coherent portion of the architecture that focuses on a particular theme or aspeatdiitbeture.

2.2.1Concepts

A concept is expected to have some correspondence with any realizations of the architecture. For example,
the[messadgp.22] concept identifies a class of object (not to be confused with Objects and Classes as are
found in Object Oriented Programming languages) that we expect to be able to identify in any Web
services context. The precise form of a message may be different in different realizatiofimesshge

[p.22] concept tells us what to look for in a given concrete system rather than prescribing itsfpnecise

Not all concepts will have a realization in terms of data objects or structures occurring in computers or
communications devices; for example |geson oorganizatiof]p.53] refers to people and human
organizations. Other concepts are more abstract still; for exgmessageeliability|[p.82] denotes a
property of the message transport service — a property that cannot be touched but none-the-less is
important to Welservices.

Each concept is presented in a stylized regular way: consisting of a short definition, an enumeration of the
relationships with other concepts, and a slightly longer explanatory description. For example, the concept
forfagenifp.33] includes as relating concepts the fact that an figefjp.63] computational resourdaas

[anidentifie] [p.65] and an owner. The description part of[duenifp.33] explains in more detail why
agents are important to thechicture.

2.2.2Relationships

Relationships denote a relationship between concepts. Syntactically, relationships are verbs; or more
accuratelypredicates.

A statement of a relationship typically takes the form: concept predicate concept. For exdagdd in
[p-33] , we statdhat:
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2.2 How to read this architecture

An agenfid [p.63]
a computationalesource

This statement makes an assertion, in this case about the nature of agents. Many such statements are
descriptive, others axefinitive:

A messagfpas[p.65]
a[messageenddip.30]

Such a statement makes an assertion about valid instances of the architecture: we expect to be able to
identify the message sender in any realization of the architecture. Conversely, any system for which we
cannot identify the sender of a message is not conformant &odhigecture.

2.2.3Feature

A feature is a kind of concept that has a larger granularity — it may refer to a particular architectural
requirement or to a network of concepts and relationships that defines a property with some internal
structure. A key aspect of features is that they may [fealzationHp.66] , possibly within the

architecture itself. A realization of a feature is simply a way — expressed in terms of other concepts and
relationships — of implementing the feature. More accurately, a realization is a way of ensuring that the
feature is satisfied within the architectutself.

For example, message correlation is a feature of the architecture. The requirement is to be able to associate
a message with a particular context. Message correlation may be realized in one ofvsgraeral

® message identifier imessage
® message occurrence in a strearmeksages

By identifying the message correlation concept as a feature, we show that message correlation is
simultaneously an important concept in the architecture, and that there is some guidance on how message
correlation may bachieved.

2.2.4Model

A model is a coherent subset of the architecture that typically revolves around a particular aspect of the
overall architecture. Models represent a complete explication of their focus; although there may be
dependencies on other aspects of the architecture: these dependenciesdafanectl|

Each model is described separately below, in terms of the concepts and relationships inherent to the
model. The ordering of the concepts in each model section is alphabetical; this should not be understood to
imply any relative importance. For a more focused viewpoint the reader is directe[Stak@kolder’s
[perspectivdfp.66] section which examines the architecture from the perspective of key stakeholders of
thearchitecture.
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2.3 The Architectural Models

The reason for choosing an alphabetical ordering is that, inevitably, there is a large amount of
cross-referencing between the concepts. As a result, it is very difficult, if not misleading, to choose a
non-alphabetic ordering that reflects some sense of priority between the concepts. Furthermore, the
‘optimal ordering’ depends very much on the point of view of the reader. Hence, we devote the
[Stakeholderperspectivg§p.66] section to a number of prioriterized readings ofat@hitecture.

2.2.5Conformance

Unlike language specifications, or protocol specifications, conformance to an architecture is necessarily a
somewhat imprecise art. However, the presence of a concept in this enumeration is a strong hint that, in
any realization of the architecture, there should be a corresponding feature in the implementation.
Furthermore, if a relationship is identified here, then there should be corresponding relationships in any
realized architecture. The absence of such a concrete feature may not prevent interoperability; but it will
certainly make such interoperability matificult.

A primary function of the Architecture’s enumeration in terms of models, concepts and relationships is to
give guidance about conformance to the architecture. For example, the architecture ngfassbatia

[p.22] [ha3[p.65] ajmessagsenddip.3Q] ; any realization of this architecture that does not permit a
message to be associated with its sender is not in conformance vétihhecture.

Unless otherwise noted, all predicate statements relating concepts are normative: i.e., they should be
interpreted as MUST be satisfied. Otherwise, the keywords "MUST", "MUST NOT", "REQUIRED",
"SHALL", "SHALL NOT", "SHOULD", "SHOULD NOT", "RECOMMENDED", "MAY", and
"OPTIONAL" in this document are to be interpreted as describBdF©2119.

2.3 The Architectural Models

This architecture has fivmodels:

® TheMessage Orienteblodel[p.20] which focuses on messages, message structure, message
transport and so on — without particular reference as to the reasons for the messages, nor to their
significance.

e The[Service Orientedlode][p.32] which focuses on aspectdsarvicg[p.35] , action and so on.
While clearly, in any distributed system, services cannot be adequately realized without some means
of messaging, the converse is not the case: messages do not need tosetaiectn

e The[Resource Orientedlode][p.42] focuses oftesourcg$p.47] . The ROM is layered over the
SOM, and yet its focus is not really service but the nature of resources and the service actions
associated with them. It is quite possible to conceive of a resource model that does not involve
service, and conversely it is possible to have services without a strong notion of resource — hence
theseparation.

Of course, in the context of Web services, we do expect the resource model to lmepmpritnt.
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2.3 The Architectural Models

e ThelPolicy Mode] [p.48] focuses on policies associated with the architecture. Put simply, a policy is
just a constraint on the behavior of agents and services. Policies may be enacted to represent security
concerns, quality of service concerns, management concerns and even application concerns. The policy
model focuses on the core concepts needed to relate all such policies serWeds.

e ThelManagemenMode|[p.56] focuses on the management of Web services. It is a model that
explicates the relationship between deployed elements, other elements of the architecture, and in particular
what kind of management fits well with the use of Web services for managingatlates.

The Management model uses many of the other features and concepts of the architecture: including
the concept of resource, description, service and so on. This is to be expected as deployed resources (for a
Web service to be used by a requestor it must first be deployed) are also resources. The management view
of a deployed resource is typically a meta-view ofrdsource.

The figure below illustrates the key models in the architecture, and their dependencies on each other. Each
model in the figure is labeled with what may be viewed as the key concept wiotiel

Policy Model

Policy

Service Criented Model

Resource Oriented Model

Message Oriented Model Management Model

Managed Resource
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2.3 The Architectural Models

2.3.1 Message Orientetlodel

The Message Oriented Model focuses on those aspects of the architecture thajmelasagéfp.22]

and the processing of them. Specifically, in this model, we are not concerned with any semantic
significance of the content of a message or its relationship to other messages. However, the MOM does
focus on the structure of messages, on the relationship between message senders, receivers and other

message processors (suclinssrmediaridgp.21] ).

The MOM is illustrated in théigure:
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2.3 The Architectural Models

2.3.1.1.1Definition

Correlation [n.] is the association of a message with a context. Message correlation ensures that the agent
requesting a service execution can match the reply with the request, especially when multiple replies may
bepossible.

A message identifier is a piece of information that is used to establish a relationship between one or more
messages. A conversation identifier is used to establish a relationship between one or more parties that
may exchange multiplemessages.

2.3.1.1.2 Relationships to otheelements

Correlatiorfid [p.63]
affeatur¢{p.17]

Correlatiorfig[p.63]

a means of associating a message within a specific conversatoteit.
Message correlation may [pealized[p.66]

by including message identifiers to endiilessagé¢fp.22] to beidentified.
2.3.1.1.3Explanation

Correlation, specifically message correlation, refers to the ability to identify a given message Hsebeing
message for a particular purpose. In a conversation, it is important to be able to determine that an actual
message that has been received is the expected message. Often this is implicit when conversations are
relayed over stream-oriented message transports; but not all transports allow correlation to be established
soimplicitly.

For situations where correlation must be handled explicitly, one technique is to associate a message
identifier with messages. The message identifier is an identifier that allows a received message to be
correlated with the originating request. The sender may also add an identifier for a service, not necessarily
the originating sender, who will be the recipient of the message (see asynchnessaging).

Correlation may be realized by the underlying protocol; it may be realized by an intermediary between the
protocol and the application, ie specification of a conversation ID header; or it may be realized by the
application. Application uses the identifier directly and it must be passed through and available to the
application. The need for the application to do that depends on how much infrastructure intermediary
software is present or nptesent.

2.3.1.2Intermediary
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2.3 The Architectural Models

2.3.1.2.1Definition

An intermediary is ajageni{p.33] that is both fmessageecipien}[p.29] and gmessagsenddi{p.30] . An
intermediary may process some aspect dhibesadép.22] , and acts to forward the message to the next

message recipient towards an ultimate message receiver alfmgdbag@ati[p.29 .

2.3.1.2.2 Relationships to otheglements
an intermediarfg [p.63]
afagenifp.33]
an intermediary may have partadcess
to[messagéfp.22] it processes
an intermediaryorwards
thelmessagéfp.22] along thdmessageath[p.29]
2.3.1.2.3Explanation

Intermediaries process messages and then forward them along the message path. An intermediary is not
the ultimate message recipient ahassage.

There are two types aftermediaries:

e [Forwarding intermediaries: the processing done by these agents was explicitely requested in the
message by the messagander.

® Active intermediaries: they are agents that undertake additional processing of the message in ways
not described or requested by the message sender. This additional processing may be done without
the message sender or receiver’'s knowledge, intent or consent. The potential set of services provided
by an active intermediary includes, but is not limited to: security services, annotation services, and
content manipulatioservices.

2.3.1.3Message
2.3.1.3.1Definition

A message is the basic unit of data sent from one software agent to another in the conte)dent/idé=h
2.3.1.3.2 Relationships to otheglements
a messadg][p.63]

a unit of data sent from ofagenip.33] to another
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2.3 The Architectural Models

a message mfbd[p.63] partof

almessage exchangatterf[p.24]
a message may [piescribe{p.64] using
almessage descriptidanguagHp.28]
a messagbas[p.65]
a[messageendd|{p.30]
a messadbas[p.65]
one or morgnessageecipientp.29|
a message mfyavé[p.65]
almessag@entifier [p.28]
a messagmayhavé[p.65]
a messageontent
a message mfyavé[p.65]
zero or morgnessagéeadengp.27]
a message mfyavé[p.65]

almessagenvelopdp.24]

2.3.1.3.3Explanation

A message represents the data structure passed from its sender to its recipients. The structure of message
defined in service descriptions by a message descripiguage.

A message is defined as a construct that can include zero or more headers, an envelope, data within the
envelope and data external to the envelope. The header part of a message can include information
pertinent to extended Web services functionality, such as security, transaction context, orchestration
information, message routing information, or management information. The data part of a message
contains the message content or URIs to the actuatetadarce.

A message can be as simple as an HTTP GET request, in which the HTTP headers are the headers and the
parameters encoded in the URL are the content. Note that extended Web services functionality in this
architecture is not supported in HThBaders.

A message can also simply be a plain XML. However, such messages do not support extended Web
services functionality defined in théschitecture.
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2.3 The Architectural Models

A message can be a SOAP XML, in which the SOAP headers are the headers. Extended Web services
functionality are supported in SOAfaders.

2.3.1.4 Messagenvelope

2.3.1.4.1Definition

A message envelope is that meta-data associated with a message that permits the message to be delivered
intact.

2.3.1.4.2 Relationships to otheelements
a message envelofg{p.63]
meta-data associated witfmessadép.22]
a message envelojpentainip.65]
address information about the intenfledipientip.29] of its associatelthessadép.22]
a message envelopentain§p.65]
the body of thenessage.
2.3.1.4.3Explanation

The message envelope is that information needed to actually deliver messages. It must at least contain
sufficient address information so that fhessagéranspoifp.30] can deliver the message. Typically this
information is part of the servid@ndinginformation found in a WSDidocument.

Other meta data that may be present in an envelope includes security information to allow the message to
be authenticated and quality of senvic®rmation.

A correctly design message transport mechanism should be able to deliver a message based purely on the
information in the envelope. For example, an encrypted message that fully protects the identities of the
sender, recipient as well as the message content, may still be delivered using only the address information
(and presumably the encrypted data stréaetf).

2.3.1.5 Message Exchange Patte(MEP)
2.3.1.5.1Definition

A Message Exchanage Pattern (MEP) is a template, devoid of application semantics, that describes a
generic pattern for the exchange of messages betwgmts.
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2.3.1.5.2 Relationships to otheglements
a message exchange patfeffp.63]
a template describing a generic pattern for the excharigesgagéfp.22] betweeragentdp.33] .
a message exchange patfigffp.63]
affeaturg[p.17] of thearchitecture
a message exchange patfghouldhavé[p.63]
a uniqudidentifie] [p.46]
a message exchange patfeffp.63]
the life cycle of gmessadép.22] exchange
a message exchange pat{describd$p.64]

the temporal and causal relationships, if any, of muftipéssagéfp.22] exchanged in conformance
with thepattern.

a message exchange patféescribegp.64]

the normal and abnormal termination of any message exchange conformingatig¢hea

a message exchange pattern reafizé[p.66]

[messageorrelation[p.20]
a message exchange pattern describHp.64]

afservic[p.35] invocation
2.3.1.5.3Explanation

Distributed applications in a Web services architecture communicate via message exchanges. A Message
Exchange Pattern (MEP) is a template, devoid of application semantics, that establishes describes a
generic a pattern for the exchange of (one-way) messages between agents. These message exchanges are
logically factored into patterns that may compose at different levels. These patterns can be described by
state machines that indicate define the flow of the messages, including the handling of faults that may

arise, and the correlation ofesssages.

In order to promote interoperability, it is useful to define common MEPs that are broadly adopted and
unambiguously identified. When a MEP is described for the purpose of interoperability, it should be
associated with a URI that will identify thisitEP.
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2.3 The Architectural Models

Editorial note

The following sentence is contentious in the paragraph below: "The exchanges may be synchromnous or
asynchronous. An asynchronous exchange involves some form of rendezvous to associate the hessage
and its responses, typically due to separate invocations of the underlying transport or to long regponse
timeintervals.”

At the SOAP messaging level, an MEP refers to an exchange of messages in various invoking-response
patterns. Each message at this level may travel across multiple transports en route to its destination. A
message and its response(s) are correlated, either implicitly in the underlying protocol (e.g.,
request-response in HTTP) or by other correlation techniques implemented at the binding level. The
exchanges may be synchronous or asynchronous. An asynchronous exchange involves some form of
rendezvous to associate the message and its responses, typically due to separate invocations of the
underlying transport or to long response timervals.

Editorial note

The following paragraph still has a drafaitus.

MEPs are abstract and must be mapped to a protocol. Some protocols may implicitly support certain
MEPs, e.g., HTTP supports request-response. In other cases there is a need for additional glue to map
MEPs onto grotocol.

Web service description languages at the level of WSDL view MEPs from the perspective of a particular
service actor. A simple request-reponse MEP, for example, appears as an incoming message which
invokes an operation and an associated outgoing message with a reply. Extremely simple applications
based on single message exchanges may be adequately characterized at the operation level. More comple»
applications require multiple, related messagehanges.

Editorial note

The following paragraph is contingent on WS ChoreographyingGt.

Choreography describes patterns where the units of communication are themselves instances of MEPs and
adds application semantics (choreography = MEPs + application semantics). Especially at this higher level
of abstraction, the communicating actors are seen as peers which play various roles in more complex
applications. These choreographic patterns form the communication structuramplibation.

2.3.1.5.4Example

Editorial note: FGM

Not sure that the following text belongsre
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Consider thepattern:
1. agent A uses an instance of an MEP (possibly request-response) to communicate initiglly with
2. agent B then uses a separate, but related instance of an MEP to communidate with

3. agent A uses another instance of an MEP to communicate with C but gets a reply only after C has
processed@?).

The example makes it clear that the overall pattern cannot be described in terms of the inputs and outputs
of any single interaction. The pattern involves constraints and relationships among the messages in the
various MEP instances. It also illuminates the fact that exchange (1) is in in-out MEP from the perspective
of actor B, and mirrored by an out-in MEP from the perspective of actor A. Finally, an actual application
instantiates this communication pattern and completes the picture by adding computation at A, B and C to
carry out application-specifigperations.

It is instructive to consider the kinds of fault reporting that occur in such a layering. Consider a fault at the
transport protocol level. This transport level may itself be able to manage certain faults (e.g., re-tries), but

it may also simply report the fault to the binding level. Similarly the binding level may manage the fault
(e.g., by re-initiating the underlying protocol) or may report a SOAP fault. The choreography and

application layers may be intertwined or separated depending on how they are architected. There is also no
rigid distinction between the choreography and binding layers; binding-level MEPs are essentially simple
choreographies. Conceptually, the choreographic level can enforce constraints on message order, maintain
state consistency, communicate choreographic faults to the application, etc. in ways that transcend
particular bindings anttansports.

2.3.1.6 Messageleader
2.3.1.6.1Definition

A message header is the part of the message that is available to any potential intermediaries and contains
information about the message, such as its structure and the identity of thememitber.

2.3.1.6.2 Relationships to otheelements

a message headdp.63] partof
amessadép.22|

a message header nfayntaif[p.65]
[messadép.22] routinginformation

a message header njeyntaif[p.65]
[messadép.22] securityinformation
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a message header njayntaif[p.65]
[messadép.22] orchestratiorinformation
a message header njayntaif[p.65]
[messadép.22] transactiorcontext
2.3.1.6.3Explanation

The header part of a message can include information pertinent to extended Web services functionality,
such as security, transaction context, orchestration information, or messageindotimgtion.

2.3.1.7 Message descriptiolanguage
2.3.1.7.1Definition
A message description language allows the structure of messagetestbbed.

2.3.1.7.2 Relationships to otheelements

a message description languggs
the structure of [messadép.22]
2.3.1.7.3Explanation

A message description language allows the formal structure of messages to be described, including the
types of elements of the message, how recipients and senders are identified and which headers are
associated witimessages.

2.3.1.8 Messag#dentifier
2.3.1.8.1De€finition

A message identifier is fdentifie] [p.46] that uniquely identifies message.
2.3.1.8.2 Relationships to otheglements
a message identififg [p.63]
a uniqudidentifiet [p.46]
a message identifiedentifies

amessadép.22]
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2.3.1.8.3Explanation

A message may have [afentifie] [p.46] . Message identifiers allow messages tzdreelatel{p.20]
within an extended transaction; for example, an event message may reference the original subscription
requesimessage.

Message identifiers also supporéssageeliability|[p.82] andmanagement anaccountability{p.84] of
services: by providing the means to uniquely identify messages in arraildit

2.3.1.9 MessagPath
2.3.1.9.1Definition

A message path is the sequendagentip.33] that process|messad§p.22] ; starting with the
[originatingsenddfp.30] of the message and terminating with[iendedrecipienk[p.29] of themessage.

2.3.1.9.2 Relationships to otheglements

a message paftf [p.63]
a sequence {#gentip.33]

a message pationtains

zero or morgmessagentermediarieggp.21] ,

2.3.1.9.3Explanation

A message path is the sequence of agents that process a message. A message hasginatojue

[p.30] and drecipient[p.29] . However, messages may also be processed by a nurfib@rofediarigs
[p.2]] that manage and constrain the message alopgtits

2.3.1.10 Messageecipient
2.3.1.10.1Definition

A message recipient is genifp.33] that receives [messad¢p.22] .
2.3.1.10.2 Relationships to othezlements
a message recipieig[p.63]
afagenifp.33]
a message sendeaybd[p.63]
anfintermediary{p.21]
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2.3.1.10.ZExplanation

The message recipient is[agenifp.33] of possibly multiple agents that fheessagsenddip.30]
transmits thfmessadép.22] to. The message recipient may be identified by its ddentifieq [p.46] in a
[messagenvelopp.24] ; however, the agent identifier of the message recipient is not required to be
supplied in the case of broadcast-stygteractions.

In general, a message may be intended for more than one recipient. Furthermore, in some cases, the
sending agent may not have direct knowledge of the identity of the message recipient (for example, in
multicast or broadcasituations).

Messages may also be passed thrpotgnimediariggp.21] that process aspects of the message; typically
by examining thgnessagéeadengp.27] . The message recipient may or may not be aware of processing
by suchintermediaries.

2.3.1.11 Messagsender
2.3.1.11.1Definition

A message sender is the agent that transrjitsssadép.22] .
2.3.1.11.2 Relationships to othezlements
a message sendg{p.63]
anfagentip.33]
a message senderaybd[p.63]
anfintermediarj{p.21]

2.3.1.11.ZFExplanation

A message sender isfagent{p.33] that transmits fmessadép.22] to an agent in [messag@ath[p.29 .
The message sender may be identified by its adelergifie] [p.46] in ajmessagenvelopHp.24] ;
however, the agent identifier of the message sender may not be available in the case of anonymous
interactions.

Messages may also be passed through intermediaries that process aspects of the message; typically by
examining thgmessagéeadengp.27] . The sending agent may or may not be aware of such

fintermediariegp.21] .
2.3.1.12 Messagé&ransport

2.3.1.12.1Definition

A Message Transport is a mechanism that may be used by agents tordetisages.
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2.3.1.12.2 Relationships to othezlements
a message transppg[p.63]

a mechanism that delivdnsessagéfp.22]
2.3.1.12.Fxplanation

The message transport is the actual mechanism used to deliver messages. Examples of message transport
include HTTP over TCP, SOAP transport, message oriented middleware, RMI@amd so

The primary responsibility of a message transport is to deliver messages intact. Other responsiblities may
include timeliness, privacy, reliability and en.

For a message transport to function, the sending agent must place the address of the initial recipient in the

message envelope. In the case[ofessag@ati[p.29] involving[intermediaridgp.21] , then the initial

recipient is the firsintermediary.
2.3.1.13 Reliablanessaging
2.3.1.13.1Definition
Reliable messaging is a feature that represents a key infrastructure-level noticabdity.
2.3.1.13.2 Relationships to otheglements
reliable messagirig [p.63]
affeatur¢{p.17]
reliable messaging may fpealizedl[p.66] by
a combination of message acknowledgemenicanclatiof[p.20] .
2.3.1.13.FExplanation

Reliable messaging is an important contributory factor to the overall reliability of Web services. The goal
of reliable messaging is to both reduce the the error frequency for interactions and, where errors occur, to
provide a greater amount of information about either successful or unsuccessful attempts at message
delivery.

Reliable messaging may be realized with a combination of message receipt acknowlegment and
correlation. In the event that a message has not been properly received, the sender may attempt a resend,
or some other compensating action. Note that in a distributed system, it theoretically not possible to
guarantee correct notification of delivery; however, in practice, simple technigues can greatly increase the
overall confidence in the messadgdivery.
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Message correlation may be used by the receivers of messages to ensure that messages are only acted on
once - with duplicate messages being ignored or treateda@s.

2.3.2 The Service Orientedodel

The Service Oriented Model focuses on those aspects of the architecture that[Bdatedfp.35] and

[action[p.32] .

The primary purpose of the SOM is to explicate the relationships betwfagredifp.33] , thelservicep
[p.35] it offers andrequests.

While it is clearly the case that an agent cannot offer or request a service without being able to send and
receive messages, the SOM does not mention messages or message transport. The SOM builds on the
MOM; but its focus is ofaction[p.32] rather tharmessage.

The concepts and relationships in the SOM are illustrated figtire:
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2.3.2.1.1Definition

An action, for the purposes of this architecture, is any action that may be performdadeylin.33] as a

result of receiving messadép.22] , or results in sendingraessadgp.22] or other observable state

change.
2.3.2.1.2Explanation

At the core of the concept[sErvic[p.35] is the notion of one party performing action(s) on behalf of
another party. A philosophical definition of action involves the application of effort (i.e., application of
force) in order to achieve an observable change of state. From the perspective of Web service providers
and requesters, an action is typically expressed in terms of executing some fragnpeagcdra.

In the WSA, the actions performed by service providers and requesters are largely out of scope, except in
so far as they are the result of messages being sent or received. In effect, the programs that are executed b
agents are not in scope of the architecture, however the resulting messages

2.3.2.2Agent
2.3.2.2.1Definition
An[agenip.33] is a program acting on behalf of another person, entity, or pipbessArch] [p.89] .
2.3.2.2.2 Relationships to otheelements
An agenfid[p.63]
a computationalesource
An agenfhag[p.65]
anfidentifie] [p.46]
An agenfha$[p.65]
an owner that is[person organizatiofip.53
An agent majprovide[p.39]
one or mor¢servicedp.35]
An agent majrequeg{p.4Q]
zero or mor{servicelp.35]
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2.3.2.2.3Explanation

Agents are programs that engage in some set of actions as representatives of other entities. On the Web,
for example, agents can seek information. Agents implessgnices.

Agents are the computational representativegparaon oorganizatiof{p.53] . This architecture
specifically eschews any attempt to govern the implementation of agents; it is only concerned with
ensuring interopability betweesystems.

2.3.2.3Choreography
2.3.2.3.1Definition

A choreography defines the sequence and conditions under which multiple cooperating independent Web
services exchange information in order to achieve some dsaftion.

2.3.2.3.2 Relationships to otheglements
A choreographfig[p.63]

the pattern of possible interactions between a fetrvicelp.35]
A choreography may fexpressddp.65] in

alchoreography descriptidanguagHp.34]

2.3.2.3.3Explanation

A choreography is model of the sequence of operations, states, and conditions which control how the
interactions occur. Successfully following the pattern of interaction prescribed by a choreography should
result in the completion of some useful function, for example: the placement of an order, information
about its delivery and eventual payment, or putting the system into a well-definestatieor

A choreography is not to be confused with orchestration. An orchestration defines the sequence and
conditions in which one Web service invokes other Web services in order to realize some useful function.
l.e., an orchestration is the pattern of interactions that a Web Jagadép.33] must follow in order to

achieve itgoal.

2.3.2.4 Choreography DescriptiorLanguage
2.3.2.4.1Definition

A choreography description language is a notation for descrifghgraographyp.34] .

2.3.2.4.2 Relationships to otheglements

A choreography description languddgscribegp.64]
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the pattern of allowable interactions between a Je¢nficep.35]
A choreography description language rg@gcribHp.64]
the life cycle of gerviceinvocatiof[p.35]

A choreography description languddgscribegp.64]

the conversations possible betwisenvicerequesterfp.40] andserviceproviders$[p.39] .

2.3.2.4.3Explanation

A choreography description language is focussed on enabling the description of how to interact with
services at a larger scale than the individual message exchange pattern. It permits the description of how
Web services can be composed, how roles and associations in Web services can be established, and how
the state, if any, of composed services is tmbaaged.

A choreography description language is a formal, machine-processable language for defining specific
[choreographiéfp.34] . It permits the description of how Web services can be used to acheive goals, how
roles and associations in Web services can be established, and how the state, if any, of composed services
is to bemanaged.

2.3.2.5Service
2.3.2.5.1Definition

A service is a set of actions that form a coherent whole from the point of ViEmmuateproviders$[p.39]
andservicerequester§p.40] .

2.3.2.5.2 Relationships to otheglements
a serviceperforms
one or morftask$[p.42]
a servic¢ghas[p.65]
alservicedescriptionp.37]
a servic¢ghas[p.65]
one or morgerviceprovider$[p.39
a servicghas[p.65]

zero or morgservicerequester§p.40|

a servic¢ghas[p.65]
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anfidentifie] [p.46]
a servicghas[p.65]
alservicesemantiggp.41]
a servic¢ghas[p.65]
alserviceinterfac¢[p.39]

a service ifealizedip.66]

by one or more agents actings&sviceprovider$[p.39]

a service is invokely
exchangingmessagéfp.22]
a servic¢ghas[p.65]
a service executiomodel
2.3.2.5.3Explanation

A service is a collection of relatfask${p.42] that form a coherent whole, from the point of view of
service providers and requesters. Critically, services have descriptions that may be formally expressed in
one or more service descriptitanguages.

The concept of a service is distinct from the software agent that provides the service (and the software
agent that requests it). A service refers to the actions performed by the agents rather than the agents
themselves.

In the case of atomic or simple services, a service is provided through the actions of a single (possibly
federatedpoftwareageniip.33] . In the case of a composite service, the service is provided through the
collaboration of a collection of agents. In this latter case, it may not be obvious which software agent is
providing the service either to the requester of a service or even to the agents provisingitcbe

A service has grentifief[p.46] , which in this architecture is a URI. However, the service’s identifier
should not be construed as identifying any of the agents that perform the tasks offerestbyiche

The service description defines the functionality of a service, the service semantics and the interface of the
service, i.e how to interact with tlservice.

The semantics of a service is expressed in terms [hsk{p.42] that are performed by tiservice.

In alService Oriented\rchitecturg[p.10] , the description of a service’s interface is expressed in terms of
the messages that may be exchanged between service provideyguasders.
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Issue(service_uri):
What is identified with a serviceidentifier?
Source

The Web services architecture builds directly upon the Web architffdleleArch] [p.89] . As such, the
Web services architecture directly leverages the definition of, and architectural constraints placed on,
identifiers from th@dentifiers from the Architecture of the World Witléeh

URIs MUST be used to identify all conceptual elements of the systelf@e&ervices Architectyre
[RequirementsAR009.3.

However, it is not clear what is referenced by a service identifier; is it the service end-points, the service
description, the agent?. None of these sedgfisitive.

Resolution:
Nonerecorded.

2.3.2.6 Servicalescription
2.3.2.6.1Definition

A service description is a set of documents that describe the interface to and semalsgcsicf[p.35] .
2.3.2.6.2 Relationships to otheglements
a service descriptidis|[p.63]

a description of Bervicé[p.35]

a service descriptiooontains

a description of thegervice'sinterfacg[p.39]

a service description maypntain

a description of theervice’ssemantiggp.35]

a service descriptiocontains

a description of thimessagéfp.22] that are exchanged by feervicé[p.35]
a service descriptidnag[p.65]

anfidentifie][p.46] which is aURI.
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a service description [sxpressdfp.65] in

alservice descriptiofanguagHp.37]

2.3.2.6.3Explanation

A service description contains the details of the interface and implementation of the service. This includes
its data types, operations, binding information, and network location. It could also include categorization
and other meta data to facilitate discovery and utilization by requesters. The complete description may be
realized as a set of XML descriptidocuments.

There are many potential uses of service descriptions, they may be used to facilitate the construction and

deployment of services, they may be used by people to locate appropriate services and they may be used
by service requesters to automatically discover appropriate providers in those case where requesters are

able to may suitablehoices.

2.3.2.7 Service engoint
2.3.2.7.1Definition

A service end point is a network location at which an implementation of a service interface is made
available.

2.3.2.7.2 Relationships to otheelements
a service end poifita$[p.65]

anfidentifieq [p.46]
a service end poifiealizeHp.66]

alserviceinterfacg¢[p.39]

2.3.2.7.3Explanation

Editorial note: HH

Need a definition of binding / bound

An end point is the realization of an interface. This realization can be done using different protocols: the
end point is said to be bound to the interface thatiizes.

An interface can be realized by several end points. For example, the same interface could be exposed with
SOAP over HTTP, SOAP over SMTéXc.
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2.3.2.8 Servicenterface

2.3.2.8.1D€finition
A service interface is the abstract boundary that a service exposes. It is defined aspesations.

2.3.2.8.2 Relationships to otheelements

a service interfadea$[p.65]

one or morgerviceoperationgp.39

2.3.2.8.3Explanation

A service interface defines the different sets of messages that a service sardsiaad.

Like the definition ofserviceoperatiofip.39] , this definition is abstract. It usually is made available at a
[serviceendpointip.39] .

2.3.2.9 Serviceperation

2.3.2.9.1Definition

A service operation is an abstract grouping of messages that a service sends and receives in order to
perform a particulatask.

2.3.2.9.2 Relationships to otheglements
a service operatidig|[p.63]

an abstract grouping [piessagéfp.22]
a service operatiddescribegp.64]

the invocation of ervicetask[p.42]
2.3.2.9.3Explanation

A service operation defines the set of messages that a service sends and receives for each task that it
performs.

This definition is abstract: it is about the format and order of the messages exchanged, independently from
the way it is done, i.e. the protocaoised.

2.3.2.10 Serviceprovider
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2.3.2.10.1Definition

A Service Provider is an agent that is capable of and empowered to perform the actions associated with a
service.

2.3.2.10.2 Relationships to othezlements
a service providdig [p.63]

alWebservicg[p.35] [ageniip.33]

a service provideprovides
one or morserviceHp.35|
a service provider performs, or causepgdorm
the actions associated witfservic¢[p.35]
2.3.2.10.ZFExplanation
The service provider is the agent, i.e., computational entity, that provigesice.

A given service may be offered by more than one agent, especially in the case of composite services, and a
given service provider may offer more than seevice.

2.3.2.11 Serviceequester

2.3.2.11.1Definition

A service requester is tfemtity [p.33] that is responsible for requesting a service fr{garaiceprovidet
[p-39 .

2.3.2.11.2 Relationships to othezlements

a service requestig[p.63]

alWebservicg[p.35] lagentp.33]

a service requeseequests
one or morervicelp.35]
2.3.2.11.Fxplanation

The service requester is the entity that requires a certain function to be satisfied. From an architectural
perspective, this is tegent{p.33] that is looking for and invoking or initiating an interaction with a
service.
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2.3.2.12 Servicsemantics

2.3.2.12.1Definition

The semantics of a service is the contract betwegsettveceprovidef[p.39] and thégservicerequestgr

[p.40] that expresses the effect of invoking the service. A service semantics may be formally described in
a machine readable form, identified but not formally defined or informally defined via an ‘out of band’
agreement between the provider andrdwpiester.

2.3.2.12.2 Relationships to othezlements

a service semantifg[p.63]

the contract between tjserviceprovidef[p.39] and theservicerequestefp.40] concerning the
effects and requirements pertaining to the usdseinacé{p.35]

a service semantifs abouf{p.63]
thefservicetask${p.42] that constitute theervice.
a service semantics may[eepressdfp.65]

in ajservice descriptiolanguagdp.37]

a service semantics may ioentified

in ajservicedescriptionp.37]
a service semantiftiescribeggp.64]

the intended effects of usindsarvic[p.35]
a service semanticsiescribdgp.64]

the relationship between tgerviceprovidef[p.39] and thgservicerequestgfp.40]

2.3.2.12.FExplanation

Knowing the type of a data structure is not enough to understand the intent and meaning behind its use.
For example, methods to deposit and withdraw from an account typically have the same type signature,
but with a different effect. Semantics in web services provide formal documentation of meaning. Contracts
describing semantics may be used in other web service features shcneagyraphy.

The semantics of a service is fundamentally about the tasks that are encapsulated in the service. A given
service may encapsulate a number of different tasks, each task consists of a goal and a process or action
for achieving theyoal.
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2.3.2.13 Servicdask
2.3.2.13.1Definition

A service task is a unit of activity associated with a service. It is denoted by a pair: a goal and an action;
the goal denotes the intended effect of the task and the action denotes the process by which the goal is
achieved.

2.3.2.13.2 Relationships to othezlements
a service taska$[p.65]
a goal that represents the intended effect ofakle
a service taska$[p.65]
one or moraction$[p.32] that should result in the goal beiaghieved.
2.3.2.13.FExplanation
A task is an abstraction that encapsulates the intended effect of invaengce.
A task is associated with a goal — a predicate that should be satisfied on successful complettaslof the
A task is associated with a procedure (or action) that is used to achieaskthe

The actions associated with a task may be public, as in the exchange of messages between service
providers and requesters; or it may be private, as in the calculation of a formula or in the update of a
shared resource. In the case geavice orientearchitecturdp.10] only the public aspects of a task are
important, and these are expressed entirely in terms of the meszalyasged.

2.3.3 The Resource Orientedlodel

The Resource Oriented Model focuses on those aspects of the architecture thafredatedd§p.47] ,
and the service model associated with manipulating resources. It build§Seriie Orientedlodel|
[p.32] , primarily by developing the service model associated with resources and common actions
associated with manipulatirigem.

A key role of this part of the architecture is to explicate the Web itself, and how it relates to Web services.
The ROM does so by showing how resources are an independent concept, and yet how the manipulation
of resources is an instance {@arviceMode|[p.32] : with particular kinds of services and identified

actions orresources.

The concepts and relationships in the ROM are illustrated ifigitne:
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2.3.3.1DELETE
2.3.3.1.1Definition

DELETE is a standard action associated with resources. It is used by an agent to request that a resource be
removed and no longerccessible.

2.3.3.1.2 Relationships to otheelements
DELETE[ig[p.63]
anfaction[p.32] defined relative tpesourcd$p.47]

Alservicg[p.35] [mplementing(p.66] DELETE removes

theresourcHp.47] such that itgepresentatidfp.47] is no longer available to any subseqU@ET]
[p.45] action.

2.3.3.1.3Explanation

DELETE is a standard action associated with Web resources. Any service that realizes the Web model
must realize the DELETE action — although security and other concerns may still prevent a requestor
successfully usin@ELETE.

Of course, how a resource is DELETEd may vary; some systems may maintain permanent records of all
resources; others may completely remove a DELETEd resource. The key change in state after a successful
DELETE is that no subsequent GET on the DELETEd resource is successful (accessing an archived
resource is conceptually distinct from accessing the resaset®..

43



2.3 The Architectural Models

2.3.3.2Discovery
2.3.3.2.1Definition

Discovery is the act of locating a machine-processable description of a Web service that may have been
previously unknown and that meets certain functional crifphi& Glossary[p.89]

2.3.3.2.2 Relationships to otheelements
Discovenyig[p.63]
anfact[p.32]
Discovery may bfperformed{p.32]
by arfagenip.33] , or by arend-user
Discovery may blealizedl[p.66]
using gdiscoveryservicg[p.44]
Discovery may bleealizedl[p.66]
are a direct interaction between the owners gséreicerequestgfp.40] andserviceprovidef[p.39]

Discovery is thfac[p.32]

of matching a set of functional and other criteria with a sdes€riptions.
2.3.3.2.3Explanation

There are various means by which discovery can be performed. Various entities, e.g. human end users or
agents may initiate discovery. Service requesters may find services and obtain binding information (in the
service descriptions) during development for static binding, or during execution for dynamic binding. For
statically bound service requesters, using service discovery is optional, as a service provider can send the
description directly to service requesters. Likewise, service requesters can obtain a service description
from other sources besides a service registry, such as a local file system, FTP site, URL, or WSIL
document.

2.3.3.3 DiscovenService

2.3.3.3.1Definition

A discovery service is a service that performs discovery; of particular interest are discovery services that
permit the discovery of Wedervices.
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2.3.3.3.2 Relationships to otheglements
A discovery servicld [p.63]
afservicé(p.35]

A discovery service is used

publishiservicedescriptiongp.37]

A discovery service is usdd

search fojservicedescriptiongp.37]

A discovery service may kaxcessed
automatically or under humauidance
2.3.3.3.3Explanation
A discovery service is used by agents and service owners to publish and search fodeseviggons.

The discovery of a service takes place at different times in the overall life-cycle of a service. At one
extreme, discovery is vestigial as a new service may be built directly in terms of an existing service; at the
other extreme, a service requester dynamically searches for a service provider that may fulfil its
requirements immediately prior to the actual serindetion.

2.3.3.4GET
2.3.3.4.1Definition

GET is a standard action associated with resources. It is used by an agent to access a representation of a
resource.

2.3.3.4.2 Relationships to otheelements
GET[d[p.63]

an action defined relative ffesourcggp.47]
Alservicg[p.35] [mplementingp.66]

returns frepresentatidfp.47] of theresource
2.3.3.4.3Explanation

GET is a standard action associated with Web resources. Any service that realizes the Web model must
realize the GET action — although security and other concerns may still prevent a requestor successfully
usingGET.
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2.3.3.5ldentifier
2.3.3.5.1Definition
An identifier is a preferably opaque string of bits that may be used to associateesgithuiace
2.3.3.5.2 Relationships to otheelements
an identifiefid [p.63]
an opaque string dffits
an identifier may bfeealized[p.66]
aURI
an identifieridentifies
a resource that is relevant to trehitecture
2.3.3.5.3Explanation

Identifiers are used to identify resources. In the architecture we use Uniform Resource IJiRE@$rs

2396][p.89 to identify resources.

We have a strong preference that any concrete realization of identifiers does not exhibit any structure. The
reason is that an identifier's primary role is to permit multiple references to a resource to be viewed as
equivalent.

An opaque string means, in this context, that identifies do not have a structure that is discernible to an
outside observer. However, identifiers MAY have internal structure that is relevant to the originator of the
identifier; for example, an identifier in a challenge-response interchange may be opaque to the responder
but not to thechallenger.

2.3.3.6PUT
2.3.3.6.1Definition

PUT is a standard action associated with resources. It is used by an agent to request that a resource be
updated in accordance with a resowegresentation.

2.3.3.6.2 Relationships to otheglements
PUT(id [p.63]

an action defined relative ffesourcdgp.47]
Alservicg[p.35] [mplementing(p.66] PUT updates
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[resourcd$p.47] to be consistent with a supplieebresentatidip.47]
2.3.3.6.3Explanation

PUT is a standard action associated with Web resources. Any service that realizes the Web model must
realize the PUT action — although security and other concerns may still prevent a requestor successfully
usingPUT.

2.3.3.7Representation
2.3.3.7.1Definition

Arepresentatidis a data object that denotes a resource state, and is the vehicle for conveying the meaning
of a resource. A resource is an abstraction for which there is a conceptual mapping to a (possibly empty)
set ofrepresentations.

2.3.3.7.2 Relationships to otheglements
a representatidig [p.63]

a dataobject
a representatiodenotes

the state of aesource
2.3.3.7.3Explanation

Representations are data objects that denote the state of a resource. A resource has a unique identifier,
whereas a representation is a data object that represents the resource itself. Note, that a representation of &
resource need not be the same as the resource itself; for example the resource asociated with the booking
state of a restaurant will have different representations depending on when the represerdgaimreis.

Resources have identifiers but cannot be retrieved representations of resources may be retrieved but are
typically not themselveresources.

2.3.3.8Resource
2.3.3.8.1Definition

A resource is defined RFC 2396][p.89] to be anything that has fdentifie] [p.46] .

2.3.3.8.2 Relationships to otheglements
a resourcfg [p.63]

anentity
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a resourcfpas[p.65]

anfidentifie] [p.46]
a resource mdyavé[p.65]

zero or morgepresentations
2.3.3.8.3Explanation

Resources form the heart of the Web architecture itself the Web is a universe of resources that have URIs

adidentifier§ as defined ifiRFC 2396][p.89) .
2.3.4 The PolicyModel

The Policy Model focuses on those aspects of the architecture that rfgalieitg[p.54] and, by
extension, security and quality sérvice.

Security is fundamentally about constraints; about constraints on the behavior on action and on accessing
resources. Similarly, quality of service is also about constraints on service. In the PM, these constraints are
modeled around the core concegpoficy|[p.54] ; and the relationships with other elements of the
architecture. Thus the PM is a framework in which security cardized.

However, there are many other kinds of constraints, and policies, that are relevant to Web services;
including various application-levebnstraints.

The concepts and relationships in the PM are illustrated ifigtine:
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2.3.4.1 Auditguard
2.3.4.1.1Definition

An audit guard is a mechanism deployed on behalf of an owner that monitors actions and agents to verify
the satisfaction obbligations.

2.3.4.1.2 Relationships to otheglements
a permission guafg d[p.63]

afpolicy guard(p.55]
an audit guarfis 4[p.63]
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a mechanism that enfordebligationpolicie$[p.51]

an audit guard mamonitor

one or morfesource$p.47]
an audit guard mamonitor

[action[p.32] relative to one or mofgervicelp.35] .
an audit guard magetermine

if anfageniip.33] 's obligations have beatischarged.
2.3.4.1.3Explanation

An audit guard is an enforcement mechanism; used to monitor the discharge of oljigidied[p.54] .
The role of the audit guard is to monitor that agents, resources and services are consistent with any
associated obligations established by the service’'s owmsaiager.

Typically, an audit guard sits monitors the state of a resource or a service, ensuring that the obligation is
satisfied.

An audit guard acts by either determining if associated obligatiorsaaséed.

By their nature, it is not possible to proactively enforce obligations; hence, an obligation violation may
result in some kind of retribution after the fact of Waation.

2.3.4.2Authentication
2.3.4.2.1Definition

Authentication is the process of verifying that a potential partner in a conversation is capable of
representing jaerson organizatiof{p.53]

2.3.4.2.2 Relationships to otheelements
Authenticatiorfig [p.63]

affeatur¢[p.17] of thearchitecture
Authentication may beealizedi[p.66]

using a securitgauthority
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2.3.4.2.3Explanation

2.3.4.3Domain
2.3.4.3.1Definition

A domain is a set of agents and/or resources that is subject to the constraints of ongpoficresge
[p.54]

2.3.4.3.2 Relationships to otheelements
A domainfig [p.63]
a collection ofagentHp.33] and/ofresourcedp.47]
A domaindefines
the scope of application of zero or mipidicies[p.54]
2.3.4.3.3Explanation

A domain defines the scope of applicabilitjpoficieg[p.54] . A domain may bemplicitly represented,
as in the domain of resources managed by a particanagemengystenip.61] ; or it may bemplicitly
represented, as in the domairfagentlp.33] that talk only tahemselves.

2.3.4.40bligation
2.3.4.4.1D€finition

An obligation is a kind of policy that relates to the required actions and states of an agentandroe.
2.3.4.4.2 Relationships to otheelements
an obligatiorfis d[p.63]
type offpolicy|[p.54]
an obligation mayequire
anfagentip.33] to perform one or mofaction$p.32]
an obligation mayequire
an agent or service to be in one or more allowstaiees
an obligation may bdischarged

by the performance of actio[p.32] or otherevent.
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2.3.4.4.3Explanation

An obligation is one of the fundamental typefpolicie3[p.54] . When an agent has an obligation to
perform some action, then it is required to do so. When the action is performed, then the agent can be said
to have satisfied itgbligations.

Not all obligations relate to actions; for example, an agent providing a service may have an obligation to
maintain a certain state of readiness (quality of service policies are often expressed in terms of
obligations). Such an obligation is typically not discharged by any of the obligee’s actions; although an
event (such as a certain time period expiring) may dischargbligation.

Obligations, by their nature, cannot be proactively enforced. However, obligations are associated with
enforcement mechanisnguditguardfp.49] . These monitor controlled resources and agents and may
result in some kind afetribution; retributions are not modeled by tlaischitecture.

2.3.4.5Permission
2.3.4.5.1Definition
A permission is a kind of policy that relates to the allowed actions and states of an agemeaadroe.
2.3.4.5.2 Relationships to otheelements
a permissiofis d[p.63]

type offpolicy [p.54]
a permission magnable

one or moraction$[p.32]
a permission magnable

one or more allowablstates
2.3.4.5.3Explanation

A permission is one of the fundamental typepalfcie3[p.54] . When an agent has permission to perform
some action, to access some resource, or to achieve a certain state, then it is expected that any attempt to
perform the action etc., will be successful. Conversely, [dgemifp.33] doesnot have the required

permission, then the action should fail even if it would otherwise siaveeeded.

Permissions are enforced by guards, in partiqagamissiorguardfp.53] , whose function is ensure that
permission policies argonored.
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2.3.4.6 Permissiorguard
2.3.4.6.1Definition

A permission guard is a mechanism deployed on behalf of an owner that enforces pepuigsemn
2.3.4.6.2 Relationships to otheelements
a permission guafis g[p.63]
afpolicy guard(p.55]
a permission guafg d[p.63]

a mechanism that enforgesrmissivepolicieg[p.52]

a permission guard maypntrol

one or morgesource${p.47]

a permission guarenables

actions relative to one or mdgerviceg[p.35]
2.3.4.6.3Explanation

A permission guard is an enforcement mechanism; used to enforce perjpudses[p.54] . The role of
the permission guard is to ensure that any uses of a service or resource are consistent with the policies
established by the service’s ownemeanager.

Typically, a permission guard sits between a resource or service and the requestor of the resource or
service. In many situations, it is not necessary for a service to be aware of the permission guard. For
example, one of the roles of [aressagentermediary{p.21] is to act as permission guards for the final
intended recipient ahessages.

A permission guard acts by either enabling a requested action or access, or by denying it. Thus, it is
normally possible fdpermissivip.52] policies to be proactivelgnforced.

2.3.4.7 Person oprganization

Editorial note

The Working Group would like to request feedback on the use of "Person or Organization”. A faifly
strong minority in the Working Group prefers the concept "Person, entity or process" as in the dgfinition

of egenip.33) .
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2.3.4.7.1Definition
A person or organization may be the owner of agents that provide or requestiiebs.
2.3.4.7.2 Relationships to otheglements
a person or organization mfag[p.63]
the owner of afagenip.33]
a person or organizatifma$[p.65]
a presence in the physiagidmain
a person or organizatifrag[p.65]
a physicabddress
a person or organization may agtee
to a legally bindingontract
a person or organizatifma$[p.65]
aname
2.3.4.7.3Explanation

The WSA concept dberson oentity [p.53] is intended to refer to the people that are represented by
agents and Weservices.

From a architectural perspective, the key difference between an individual and an organization is that the
former has no owner or shareholders, and that all actions are ultimately rooted in the abtiomasns

2.3.4.8Policy
2.3.4.8.1Definition

A policy is a constraint on the behavioragfents.

2.3.4.8.2 Relationships to otheglements

a policyfis d[p.63]
constraint on the actions performeddgentp.33]

a policyfis d[p.63]
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constraint on the allowable states achievedmsntdp.33]
a policy mayhavé[p.65]

anfidentifie] [p.46]
a policyjha$[p.65]

an owner that is[person oorganizatiofip.53
a policy maybe describel{p.64]

in a machine processalitrm

a policy mayreference
resources, actions aagents
2.3.4.8.3Explanation

A policy is a machine processable description of some constraint on the behavior of agents as they
perform actions, accesssources.

There are many kinds of policies, some relate to accessing resources in particular ways, others relate more
generally to the allowable actions an agent may perform: both as service providers and as service
requestors.

Logically, we identify two types of policjpermission§p.52] andobligation$[p.51] .

Although most policies relate to actions of various kinds, it is not exclusively so. For example, there may
be a policy that an agent must be in a certain state (or conversely may not be in a particular state) in
relation to the services it is requestingpooviding.

Closely associated with policies are the mechanisms for establishing policies and for enforcing them. This
architecture does not model ttoemer.

Policies have applications for defining security properties, quality of service properties, management
properties and even applicatiproperties.

2.3.4.9 Policyguard
2.3.4.9.1Definition

A policy guard is a mechanism deployed on behalf of an owner that enforces a policy (@osietes).
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2.3.4.9.2 Relationships to otheglements
a policy guardls 4[p.63]
a mechanism that enfordgslicie3[p.54]
a policy guar¢hasd [p.65]
an owner responsible for establishing ¢iuard
2.3.4.9.3Explanation

A policy guard is an abstraction that denotes a mechanism that is used by owners of resources to enforce
policies.

The architecture identifies two kinds of policy guafalsditguardip.49] andpermissiorguardfp.53] .
These relate to the core kinds of policies (obligation and permission podisjgectively).

2.3.5 The ManagemenModel

The Management model focuses on those aspects of the architecture that relate to the management of Wek
services; in particular with an emphasis on using the infrastructure offered by Web services to manage the
resources needed to deliver thdtastructure.

The core concept that underlies the management mddepisyedelemen{p.57] . A deployed element
is a resource that is, at one level, an actual physically ppessntrcHp.47] that needs to beanaged.

The concepts and relationships in the management model are illustratefignréne
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2.3.5.1 Deployealement
2.3.5.1.1Definition

A deployed resource is a resource that exists in the physical world. There are many kinds of deployed
elements, including agents, services dascriptions.

2.3.5.1.2 Relationships to otheelements
A deployed elemeffig[p.63]

a physically existingesource
A deployed elemeffitag[p.65]

anowner

A deployed elemeffta$[p.65]

a physical location, such as a file in a computer or a process executimgmpater.

A deployed element mérgaliz¢[p.66]
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alservic[p.35]
A deployed element mdag[p.63]

alservicedescriptionp.37]

A deployed element mdyg[p.63]

almanageclemen{p.61]

2.3.5.1.3Explanation

Deployed elements are resources that exist physically and are potentially manageable. They are the
realization of other elements of this architecture the services, the agents and the descriptions that form the
logical aspect of thiarchitecture.

Deployed elements have locations and a physical presence in the real world for example, as a set of files
on a disk, or an executing process aomputer.

Deployed elements are the unit of manageability; they have owners and may have other properties that are
subject tananagement.

2.3.5.2 Lifecycle
2.3.5.2.1Definition

A life cycle is a set of states and transition paths farlament.
2.3.5.2.2 Relationship to otheelements

a life cycldig[p.63]

the set of externally observable states that an entity can be in, together with the transitions between
them.

a Web service mdyavé[p.65]
an explicit description of its lifeycle
a life cycle of gservic[p.35] may bemanaged
by emanagdfp.61]
a life cycle of gservic[p.35] may bddescribefp.64]

in almanageabilitynterfacg[p.62]
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2.3.5.2.3Explanation
The life cycle of a Web service is a key target for Web service manageapetilities.

2.3.5.3 Managementapability
2.3.5.3.1Definition

Management capabilities are the capabilities required by a manager to be able to effaainagfg.

2.3.5.3.2 Relationship to otheelements

the status of f[manageablelemeri{p.61] [ig [p.63]

a managemergapability

the configuration of [nanageablelemen{p.61] [ig[p.63]

a managemerdapability

the events associated witfmanageablelemen{p.61] [aré[p.63]

managementapabilities

the operations on[manageablelemer{p.61] [ard[p.63]

a managemergapability

Management capabilities may[Bescribelip.64]

in almanageabilitynterfacg[p.62] description

2.3.5.3.3Explanation

The key managability capabilities include the ability to identify a manageable element, the ability to
acquire status information about a manageable element, the ability to configure it and the ability to control
its life-cycle.

2.3.5.4 Managementonfiguration
2.3.5.4.1Definition

A management configuration is a collection of properties of a manageable elements which may be
changed.
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2.3.5.4.2 Relationship to otheelements

a management configuratifish[p.63]

a set of property values that denotes a particular stajpnahageablelemen{p.61]

2.3.5.4.3Explanation

Setting a property may influence the behavior of a manageable element. Configuration mechanisms that
are common for each type of manageable element [e.g. Web service endpoint] should conform to the Web
services architecture [e.g. description and interaction]. Configuration for a manageable element, beyond
the common configuration, should be defined by an administiatiedace.

2.3.5.5 Managemengevent

2.3.5.5.1Definition

Events are changes in the state of a manageable element that are relevant to the mlensaydts
2.3.5.5.2 Relationship to otheelements

a management eveist[p.63]

an event that denotes an event associated \mthregeablelemenfp.61] that is relevant to a

[managdip.61] .
a problem everfig [p.63]

a managemergvent
a life-cycle everfig [p.63]
a managemervent
a state change evdigfp.63]
a managemergvent
a request processing evfgip.63]
a managemergvent
2.3.5.5.3Explanation

Event descriptions are messages that indicate a problem, a lifecycle state change, or a state change. For a
manageable element there are two classes of events: State Changed and Request Processing events. State
change events occur whenever lifecycle state transitions happen. A request processing event description
indicates that the state of a request has been changed and should include the previous state and the
transition time. The event may also include any context associated with the request, reply, or failure
message and any part or the complete content of these messages. Event descriptions provide valuable
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information for managers and can be used to calculate many rofthies.

2.3.5.6Manager

2.3.5.6.1Definition

A manager is an entity that is capable of and has an interest in managing marelgaadies.

2.3.5.6.2 Relationship to otheelements

a managdig [p.63]
anfagenip.33]

a managemanages

almanageablelementp.61]

a manageuses

almanageabilitycapabilitiefp.59]

2.3.5.6.3Explanation

A manager is an agent that is able to manage a set of manageable elements and has the interest and
authority in so doing. Managers use the manageability capabilities and interfaces to control the life cycle
and other properties of manageable elements on behalf of the owners @fl¢hosets.

A manager may have additional capabilities than those within the scope of this architecture; for example, a
manager may be able to directly control the computational resources that are used to offer Web services.
This architecture focuses on those aspects of management that are centraséoviteb.

2.3.5.7 Manageablé&lement
2.3.5.7.1Definition

A manageable element is a deployed element that is manageable. l.e., a physically existing resource that is
capable of being managed. A key attribute of manageable elements is that they provide an interface to
allow theirmanagement.

2.3.5.7.2 Relationships to otheglements

a manageable elemdidfp.63]

[deployedelementp.57]

a manageable elemdmag[p.65]
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allife cyclg[p.58]
a manageable elemdma$[p.65]

almanageablilitynterfac¢p.62]

a manageable elemdmag[p.65]
al[descriptiof{p.64] of itsimanageabilitynterfacé[p.62]

a manageable elemast

discoverablgp.44]
2.3.5.7.3Explanation

Manageable elements expose an interface that permits their state — especially their life cycle state to be
monitored and potentially modified. The simplest such modification being to deletkethent.

There are many potentially manageable elements in this architecture, including services, agents and
descriptions as well as discovery providers and service requestgugitbrs.

As with Web services themselves, manageable elements may also be discovered using similar
mechanisms. It is expected that discovery of manageable elements would permit managers to determine if
an element isnanageable.

2.3.5.8 Manageabilitylnterface
2.3.5.8.1Definition

A manageability interface is a description of the means by which a management system can manage a
manageablelement.

2.3.5.8.2 Relationships to otheglements
a manageability interfadeas[p.65]
controls
a manageability interfafeag[p.65]
identificationinformation
a manageability interfafeag[p.65]
events that correspond to flife cycld[p.58] of a manageablelement

a manageability interfadeas[p.65]
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metrics
a manageability interfafeasg[p.65]
status
a manageability interfadreas[p.65]
configurationcontrols
2.3.5.9 Managemenmetric
2.3.5.9.1Definition

Management metrics are raw atomic unambiguous information. For manageability metrics, the
information is for managmemeptirposes.

2.3.5.9.2 Relationship to otheelements
a manageability metrfig| [p.63]

a raw atomic point odlata
2.3.5.9.3Explanation

The value of the metric captures the information at a point in time. Generally these values are numeric, but
may be strings as well. This can be contrasted with Measurements that are calculated with a formula based
on metrics, e.g. Average response time during the last hour of execution. The metrics requirements do not
enforce any implementation pattern. A managed element should allow any available metrics and
measurements to be reported according to configurable time intervals, such as cumulative, sliding

window, and interval. A managed element must declare which interval typaspaarted.

2.4 Relationships

The relationships between concepts in the architecture are laid out in this section. These relationships
represent the core modeling concepts used in the architéstife

2.4.1 Theisarelationship

2.4.1.1Summary

TheXis aY relationship denotes the relationship between conéeptslY, such that everXis also a.
2.4.1.2 Relationships to otheelements

Assuming thaKX is aY, then:
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trueof

if P is true ofY thenP is true ofX

contains
if Y[hasd[p.65] P thenX[hasd[p.65] Q such thalis d[p.63] P.
transitive

if P is true ofY thenP is true ofX

2.4.1.3Description

Essentially, when we say that conc¥ps aY we mean that every feature¥fs also a feature of. Note,
however, that sincX is presumably a more specific concept thiathe features ok may also be more
specific variants of the features\af

For example, in thigervicg[p.35] concept, we state that every service has an identifier. In the more
specifiqWebservic¢[p.35] concept, we note that a Web service has an identifier in the form of a URI
identifier.

2.4.2 Thedescribes relationship
2.4.2.1Summary

The concepK is described by relationship denotes th#tis an expression of some languagend that
the value ofY is an instances of.

2.4.2.2 Relationships to otheelements
Assuming thak is described by, then:
valid
if Y a valid expression df, then the value of is an instance of conce}t
2.4.2.3Description

Essentially, when we say that concEps described by we are saying that the expressidenotes
instances oK.

For example, in thigervicedescriptiofnp.37] concept, we state that service descriptions are expressed in a
service description language. That means that we can expect legal expressions of the service description
language to be instances of the service descriptionept.
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2.4.3 Theis expressed in relationship
2.4.3.1Summary
The concepK is expressed ih relationship denotes that instanceXafre values of the language
2.4.3.2 Relationships to otheelements
Assuming thakX is expressed ih, then:
valid
if E a valid expression ih thenE is an instance of concejit
2.4.3.3Description

When we say that conce}tis expressed ih we use the languadeto express instances Xf

For example, in thigervicedescriptiof[p.37] concept, we state that service descriptions are expressed in a
service description language. That means that we can expect legal expressions of the service description
language to be instances of the service descriptanept.

2.4.4 Thehas a relationship
2.4.4.1Summary
The concepX has aY relationship denotes that every instancX & associated with an instanceYof
2.4.4.2 Relationships to otheelements
Assuming thak has aY, then:
valid
if E is an instance of thenY is valid forE.
2.4.4.3Description
When we say that conce)¢thas aY we mean that whenever we seexane should also seeYa

For example, in tgVebservicg[p.35] concept, we state that Web services have URI identifiers. So,
whenever we the Web service concept is found, we can assume that the Web service referenced has an
identifier. This, in turn, allows implementations to use identifiers to reliably refer to Web services. If a
given Web service does not have an identifier associated with it, then the architecture hasdiedn
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2.4.5 Therealized relationship
2.4.5.1Summary

The concepX is realized a¥ relationship denotes that the conc¥pig an abstraction of the conceéft
An equivalent view is that the concepts implemented usiny.

2.4.5.2 Relationships to otheelements
Assuming thak is realized a¥, then:
implemented
if Yis present, or true of a system, then the con¢egiplies to theystem
reified
Y is a reification of the concept
2.4.5.3Description

When we say that the concept or feaiiiie realized a¥, we mean thaY is an implementation or
reification of the concepX. l.e., if Y is a valid concept of a system then we have also ensured that the
concepiX is valid of the samsystem.

For example, in tHeorrelatiof[p.20] feature, we state that message correlation requires that we associate
identifiers with messages. This can be realized in a number of ways — including the identifier in the
message header, message body, in a service binding and so on. The message identifier is a key to the
realization of messagmrrelation.

3 Stakeholder’'sperspectives

In this section we examine how thechitecturdp.16] meets the Web services requirements. We present
this as a series of stakeholders’ viewpoints; the objective being that, for example, security represents a
major stakeholder’s viewpoint of the architectitself.

Editorial note

When developing a particular stakeholder’s viewpoint, one should make sure that the concepts discussed
are properly documented in thechitecture.

3.1 Webintegration

Goal AG003 of the Web Services Architecture Requiren¥&A Reqgs|[p.89] identifies Web services
must be consistent with the current and evolving nature of the World \Wdbe

66



3.2 Information and service

This goal can be divided into two sub-goals relating to the architectural principles of tfféakeRArch]
[p.89] and, more pragmatically, relating the architecture to the various technologiss in

Critical Success FactxC01] notes that the architecture should be consistent with the architectural

principles and design goals of the Web. For our purposes we use the Architecture of the World Wide Web
[Web Arch]|[p.89] as our reference for the architecture of the Web. It defines the architecture of the Web

to be founded on a few basic concepts: agents that are programs that represent people, identification of
resources using URIs representations of resources as data objects and interaction via standard protocols —
most notably of course HTTP.

3.2 Information and service

Unlike the World Wide Web in general, it is of the essence that Web services, like service oriented
architectures in general, are essentially about the provision of action. I.e., whereas the World Wide Web is
a networked information system, the Web service World Wide Web is a networked service system:
information is exchanged betwdéfeb serviceagentfp.33] for the purpose of requesting and
provisioningservicg[p.35] , not simplyinformation.

This is a key specialization of the World Wide Web in general; and it drives a number of the specific
features of this architecture. However, it is also the case that requests for action and the various possible
responses are also information and h@pgesentations.

The key representational requirement of this architecture is that messages exchanged between Web service
agents is encoded in XML. This is consistent with the general principles of the World Wig#&\Mizb

[Arch] [p.89] .

3.3 Web serviceagents

This architecture also uses the concept {dgamip.33] to identify the computational resource actually
involved with Web services. The key properties of agents required to model Web servibat are

1. It is a computationactivity
2. It has arowner

3. It engages in message exchanges with other Web service agents, those messages counting as
equivalent messages between the agemigers.

4. It uses standard protocdts
a) describe the form and semanticsdssages
b) describe the legal sequencesmssages

5. The distinction between a service requester and service provider is one of the agent’s roles; i.e., it is
not intrinsic to the concept of agent that it is bound to be solely a provider or requester of services. Of
course, in many cases, particular agents will be bound to particular functions that will fix the role of
the agent to be a service providerequester.
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3.4 Web Service Discovery

However, it is clear that there is a strong correspondence between a Web service agent and a Web agent.
Both are computational resources that represent people; our definition requires sufficient detail to be able
to account for the greater degree of indirection expected between Web service agents agenigeb

3.4 Web ServiceDiscovery

Editorial note

Based ofWeb Services Architectural Roles

Before a requester agent and a provider agent can interact, the corresponding enties that own them must
first agree on the service description and semantics that will govern the interaction, as depicted in Figure
1. There are many ways this can be achieved. Some require discoverydottiers

3.4.1 Scenarios Not Requirinddiscovery

If the requester and provider entities are already known to each other, then one common way for them to
agree on the service description and semantics is for a requester human and a provider human to
communicate directly. For example, the provider human might send the proposed service description and
semantics directly to the requester human. Or the parties might develop them collaboratively. In these
situations, there is no need ftiscovery.

If the provider entity is furnishing the service description unilaterally, then a variation on this approach is
for the requester entity to retrieve the service description dynamically from the provider agent, at the start
of their interaction, as depicted in Figure 4. Parties Known, Dynamically Getting WSD. This allows the
requester agent to be assured of using the latest version that the provider agent supports, again without
requiringdiscovery.

[Figure 5: Parties Known, Dynamically Getting WSD]

Editorial note

dbooth: The label at the top of this diagram needs to be fixed. It should be "Figure 5" instead of '|Figure
2",
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3.4 Web Service Discovery

Figure 2

Eequester Entity ) Provider Entity
--------------------------- 5 L. Agree on Semantics s e L b e
| e et -

S _—— el
et Lol Sem — s
Eequester - Drovider
Human Muman
]
a
5 . 2. Iput
= 3 Semantics « Semantics
n

4. Jteract

s 52. Iprt

3.4.2 Scenarios Requirindiscovery

On the other hand, if the requester entity does not already know what provider agent it wishes to engage,
then it may need to "discover" a suitable candidate. Discovery is "the act of locating a
machine-processable description of a Web service that may have been previously unknown and that meets
certain functional criteria[WS Glossanj|[p.89] Two common ways to approach this are human

discovery, and autonomoaslection.

3.4.2.1 HumanDiscovery

With human discovery, a requester human uses some kind of discovery tool or agent to help locate a
suitable service description, i.e., a description representing a service that meets the desired functional
criteria, as shown in Figure 6: HumBiscovery.

[Figure 6: HumarDiscovery]

Editorial note

dbooth: The label at the top of this diagram needs to be fixed. It should be "Figure 6" instead of '|Figure
3".

69



3.4 Web Service Discovery

L]
Figure 3
) Sem . )

Eequester Entity 1 Previder Entity
___________________________ ': e ) ._- e
L - —— —— - '

- -
Eequester r - .‘h
H : FunelD E Prowider
Uman A et T
> 4. iscovery T A Human
[y Ty »
} Tool wsD |t .
WiD
L]
-
[
F

L ]

[ ]

*
W WL
[ ]

Interact

0.

____________________________

There are several points to note aboutghigation.

® Regardless of how the service description is obtained, somehow the requester and provider entities
must agree on the semantics of the planned interaction. There are several ways this can be done, and
the WSA does not specify or care what way is used. For example, the provider entity may publish
both the service description and semantics on a take-it-or-leave-it basis, which the requester must
accept unmodified as a condition of engaging the provider agent. Or the parties could negotiate the
desired semantics. Or the semantics might be defined by an industry standards body that both parties
have chosen ttollow.

® Somehow the discovery agent must obtain both the service description (or at least a reference to it),
and sufficient information (labeled "FunclID" in Figure 6) to describe or identify the semantics of the
service that the provider entity offers. The FunclID is necessary to allow the requester human to find a
service having the desired semantics. In practice, the FuncID might be as simple as a few words or a
URI, or it may be more complex, such as a TModel (in UDDI) or a collection of RDF, DAML-S or
OWL statements.

® The WSA also does not specify or care how the discovery agent obtains the service description and
FunclID. For example, if the discovery agent is implemented as a search engine (such as Google),
then it might crawl the Web, collecting service descriptions wherever it finds them, with the provider
entity having no knowledge of it. Or, if the discovery agent is implemented as a registry (such as
UDDI), then the provider entity could publish the service description and FuncID directly to the
discoveryagent.
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Editorial note

dbooth: Need to add mention of the trust decision here -- the fact that making use of a previpusly
unknown service involves a significant decision to trustsbatice.

Editorial note

dbooth to finish explaining the diagram in teection

3.4.2.2 AutonomousSelection

With autonomous selection, the requester agent uses a selection agent to select a service from among
several known services, as shown in Figure 7: Autonomous Selection.

There are five important roles involved in Autonomous Selection:
® Requester Human, Provider Human, Requester Agent and Provider Agent, as describeanukefore;

® Selection Agent, which is a software application or component that may be operated by the Requester
Entity, the Provider Entity or a third party entity.

The following artifacts or documents are relevant in AutononSmlection:
e The WSD, as previouslgescribed.
The Semantics, as previouslgscribed.

A FunclID, which represents any information that is sufficient to allow the Requester Agent to
unambiguously identify the Semantics. The FuncID could be represented by the entire Semantics. In
practice, the FunclD is expected to be represented by a URI, a TModel, an RDF description, or some
other information that is sufficient to unambiguously identify Sieenantics.

[Figure 7: Autonomou$Selection]

Editorial note

dbooth: The label at the top of this diagram needs to be fixed. It should be "Figure 7" instead of '|Figure
5",
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In general, Autonomous Selection involves the following steps. Although the ordering of these steps may
vary somewhat, all arenportant.

1. Agree on Semantics. Again, the requester human and the provider human must somehow agree on the
Semantics of the service. In addition, the parties need to agree on what FuncID will be used to
identify the Semantics or functionality of the service, so that it can be refelatered

2. Input Semantics and WSD to Provider Agent. The Provider Human somehow creates the WSD, and
inputs the WSD and the Semantics into the Provider Agent.

3. Selection Agent gets WSD and FunclID. The Selection Agent somehow obtains the WSD and FuncID
from the ProvideHuman.

4. Input Semantics to Requester Agent. The Requester Human inputs the desired Semantics and FuncID
to the Requestekgent.

5. Select WSD. The Requester Agent uses the FunclD to query the Selection Agent for an acceptable
WSD document that corresponds to the dess®hantics.

6. Interact. The Requester Agent and the Provider Agent interact using whatever means they have
agreedupon.

There are two key differences between Autonomous Selection and the previously described "Human
Discovery™:

® The service selection is made without hurirdarvention.
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3.4 Web Service Discovery

® The selection is restricted to services that are already known and trusted by the reqtitister

In theory, there is no need for these two characteristics to be bundled together. (l.e., one could operate a
requester agent that would autonomously find and engage previously unknown services.) But in practice
autonomous service selection is often limited to previously known (and trusted) services, because
engaging a service almost always involves some degree of risk -- for example, the risk of transmitting
funds or sensitive information to another party.

For this reason, Autonomous Selection is most applicable when the decision to engage the service
involves little risk, such as a PDA looking for the nearest printer service in an office. For services
involving greater risk (such as those involving the purchase of goods or transmission of credit card
numbers), it is less likely that the requester entity would be willing to delegate this trust decision to an
autonomous agent to engage a previously unkreemvice.

Editorial note

dbooth to finish thisection

3.4.2.3 TriangleDiagram

This section describes the correspondence between the "Triangle Diagram™ previously included in our
architecture document and the more detailed way that discovery is now describedaauhigent.

[Figure 8: TriangleDiagram]

Editorial note

dbooth: The label at the top of this diagram needs to be fixed. It should be "Figure 8" instead of '|Figure
T"
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Figure T
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Editorial note

dbooth to finish thisection

3.5 Web servicesemantics

For computer programs to successfully interact with each other a number of conditions must be
established:

1. There must be a physical connection between them, such that data from one process may reach
another

2. There must be agreement on them of the data — such as whether the data is lines of text, XML
structuresetc.

3. The two (or more) programs must share agreement as to the intended meaning of the data. For
example, whether the data is intended to represent an HTML page to be rendered, or whether the data
represents the current status of a bank account; the expectations and the processing involved in
processing the data is different — even if the form of the dadargical.

As we shall see below, more is required, but for now this |sifficient.

The architecture addresses the first two of these requirementgMiegisage orientelllode|[p.20] . That

model focuses on how Web service agents (requesters and providers) may interact with each other using a
message oriented communication model. The form of the messages is XML, and hence any Web service
agent is expected to be able to process Xta.
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3.5 Web service semantics

The intention, or semantics, of the communications between Web service agantisliy addressed in
the|Service Orientedlode|[p.32] and theResource Orientelllode|[p.42] .

The[Service Orientedlode|[p.32] builds on the basics of message communication by adding the concept
of[action[p.32] andservic[p.35] . Essentially, the service model allows us to interpret messages as
requests for actions and as responses to those requests. Within the architecture, and in particular using
technologies such as WSDL, a Web service can be described in a machine readable document as to the
forms of expected messages, the datatypes of elements of messages and — using a choreography
description language — the expected flows of messages between Web agevitse

The[Resource Orientellode][p.42] extends this further by adding the concepfBe$ourcip.47] ,
together with a minimal set of standard actions on resourcefR@wirce Orientedlode][p.42] mimics
that of the World Wide Web itself which regards HTML pagdeepsesentatiofp.47] of[resourcds
[p.47] (Web pages in Web sites) that may be accessed using the standard{@&Bfs45] ,[PUT|[p.46]
, etc.) of the HTTRprotocol.

However powerful thiResource Orientellode][p.42] model is, it is not sufficient, in general, to capture

the semantics of all Web service interactions. That is because the interactions between Web service agents
is considerably richer than simple resource management. There is currently a gap in the architecture
relating (sic) to the generalized issues of the semantics of interapplication communication. However, we
can postulate certain features that we might expect to see in a more complete accounting of the semantics
of Webservices:

® |t should be possible to identify the real-world entities referenced by elements of messages. For
example, when using a credit card to arrange for the purchase of goods or services, the element of the
message that contains the credit card information is fundamentally a reference to a real-world entity:
the account of the catwlder.

We expect that the Semantic Web technologies will be a sound starting point for addressing this
requirement.

e |t should be possible to identify the expected effects of any actions undertaken by Web service
requesters and providers. That this cannot be captured by datatyping can be illustrated with the
example of a Web service for withdrawing money from an account as compared to depositing money
(more accurately, transferring from an account to another account, or vice versa). The datatypes of
messages associated with two such services may be identical, but with dramatically different effects
— instead of being paid for goods and services, the risk is that one’s account is idisaset!

We expect that a richer model of services, together with technologies for identifying the effects of
actions, is required. Such a model is likely to incorporate concepts such as contracts (both legally
binding and technical contracts) as well as ontologiestdn.

e Finally, a Web service program may "understand” what a particular message means in terms of the
expected results of the message, but, unless there is also an understanding of the relationships of the
owners of the Web service requester and provider agents, the Web service provider (say) may not be
able to accurately determine whether the requested actionsuaented
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3.6 Web services security

For example, a Web service provider may receive a valid request to transfer money from one account
to another. The request being valid in the sense that the datatypes of the message are correct, and that thi
semantic markers associated with the message lead the provider to correctly interpret the message as «
transfer request. However, the transaction may still not be valid, or fully comprehensible, unless the Web
service provider can properly identfy the relationship of the requester to the requested action. Currently,
such concerns are often treated simply as security considerations — which they are — in an ad hoc
fashion. However, when one considers issues such as delegated authority, proxy requests, and so on, it

becomes clear that a simple authentication model cannot accurately captaguifeanents.

As with semantics as a whole, there is a gap in the architecture relating to this level of semantic
descriptions. However, we expect that a model that formalizes concepts such as institutions, roles (in
business terms), "regulations" and regulation formation will be required. With such a model we should be
able to capture not only simple notions of authority, but more subtle distinctions such as the authority to
delegate an action, authority by virtue of such delegation, authority to authorize@nd so

This architecture encourages precision of semantic description by ensuring that the various aspects of the
semantics of the information exchanged between agents can be pidgetiijed— as opposed to being

fully described. Where appropriate, and possible, it also identifies a number of description languages
which can be used to describe different semantic aspects of this exchdagedtion.

An important technology for realizing the description of the semantics of Web servicSesrihatid

Well "The Semantic Web is an extension of the current web in which information is given well-defined
meaning, better enabling computers and people to work in cooperation." -- Tim Berners-Lee, James
Hendler, Ora Lassila, The Semantic Web, Scientific American, 208y

Editorial note: fgm

More justice needs to be made to the technologies coming out of the Semanétfakteb

In summary, Web services can be considered to be a specialization of World Wide Web in general; a
specialization that reflects the intended purpose of the exchanged information to be about services.
Similarly, this architecture can be viewed as an elaboration of the general WWW architecture; albeit with
a significant number of additionebncepts.

3.6 Web servicesecurity

Editorial note: fgm

This is a working draft of a proposed section on Security for the stakeholder’s section.

Goal AG004 of the WSA requirements states that "The WSA must provide a secure environment for
online processes". This is further analyzed into two critical success factors: security (AC006) and privacy

(AC020) [WSA Reqs][p.89]
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3.6 Web services security

Security, and privacy, issues are often extremely detailed and often quite implementation specific. For
example, there are many famous cases of security being compromised through the incorrect
implementation of fixed-length buffers (so-called buffer overruns permit an intruder to corrupt a target's
address space and sometimes to gain unauthorized access). This architecture is necessarily at a level of
abstraction where such considerations are moot; since implementation itself is out of scope for the
architecture.

In the context of security, the prime concerns in the development of the WSA are the identification threats
to security and what architectural features are necessary to respond thrbaise

3.6.1 Threats to security angrivacy

Security issues tend to revolve around access and use of resources; the primary task being to ensure that it
is not possible for intruders to access resources for which they do not have the appropriate rights. We can
summarize the principal security threats

1. Inappropriate access on behalf on unauthorized entities. It should be possible to reliably determine
the identity of entities such as agents, service providers, resourcesand so

2. Corruption of communication and resources. It should be possible to ensure the data integrity of
communications antfansactions.

3. Information leaking. It should be possible to ensure that information is accessible only to intended
parties. This certainly includes the content of messages; but may also include the mere fact that a
communication between particular parties has takace.

4. Inappropriate access to resources. It should be possible to ensure that resources and actions are not
possible for entities not properly authorized. Again, this often extends to the right to even see that a
given resource exists: unauthorized persons may not even be permitted to know the existence of
certain resources or certantions.

5. Denial of service. It should not be possible for parties to prevent legitimate parties to access resources
and perform actions that they have the right

Note that certain theoretical limitations will prevent us from ever guaranteeing that these risks do not
become realities. However, it is certainly a viable goal to significantly reduce the risk of skmaitiies.

There are other security-related threats that this architecture is not desigost#d:

1. Non-repudiation. The risk associated with this is that a party may subsequently deny its involvement
with a transaction. Non-repudiation is important; however, this architecture regards this threat as
primarily an application-levehreat.

2. Mis-information. A malicious party may attempt to corrupt a Web service by deliberately feeding it
incorrect information. For example, by communicating invalid credit card information, a fraudulent
Web service requester may attempt to gain service that it would not normally have the right to. This
is similar to the buffer overrun style of security breach; however, generally this security breach
involves sending well-formed but falggormation.
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3.6 Web services security

3. Copy and replay. Given a copy of a Web service agent, it may be possible to execute it in an
environment that could give a malicious party information not ordinarily available. For example, given a
copy of a Web service requester agent that acts on behalf of a customer, a malicious Web service provider
may simulate a series of transactions with the captured agent in order to determine the maximum price the
end user is expected to pay for goods semdices.

Privacy issues tend to revolve around the use of personal information, in particular the abuse of personal
information; again, this can often be expressed in terms of the wrong people having access to the wrong
information. We can summarize the threats to privasy

1. Information use. An end user may have the right to know how, when, and to what extent their
personal or sensitive information will be used by the Web services processing nodes. Protected usage
includes the sharing of personal or sensitive information obtained by a processing node with any third
party. These rights are often founded on legislation that varies on a lgsiisl

2. Confidentiality. Similar to above security threat: third party access access to sensitive information
represents a threat to the privacy of the eset.

Also central is that these practices should be exposed by the processing nodes prior to a service
invocation, allowing a service requestor to factor a processing node’s privacy practices in the decision to
use a particular Web service or to follow a particular message route. Hence, the publishing and
accessibility of a Web service processor’s privacy practices will aid an end user to retain control over his
personal information. This is contingent on the compliance to the published privacy by the Web service
processor and is outside of the scope of techndotions.

3.6.2Policies

The approach adopted in the WSA to address both security and privacy concerns revolves around the
concept ofpolicy] [p.54] . A policy is a document, preferably machine-processable, that expresses some
constraint on the behavior of the overall system; generally on the behavior of agents. Closely connected to
the concept of policy is the concepjpmflicy guard[p.55] . A policy guard is some mechanism that is used

to enforce policy. Hence security is expressed in terms of the policies that the oviresmiofd$p.47]

wish to enforce, together with mechanisms put in place to enforce those policies. Similarly, privacy is
expressed in terms of the policies that the owners of data -- typically the users of Web services -- have,
together with mechanisms necessary to ensure that the owners’ rigieispaeted.

While many policies relate to actions, and to resources, it is not always the case. Many security and
privacy-related constraints are concerned with maintaining certain kinds of state. For example, a Web
service provider may have a constraint that any P3P tags associated with a use of one of its Web services
are appropriately propagated to third parties. Such a constraint cannot easily expressed in terms of the
allowed actions that the Web service provider may perform; it is really an obligation to ensure that the
publicly observable condition (the proper use of P3P tags) is always maintained (presumably maintained
in private also). Similarly, a Web service provider may (will) link the possible actions that a Web service
requester may perform to the Web service requester maintaining a particular level of secure access (e.g.,
administrative tasks may only be performed if the request is using secaneunications).
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3.6 Web services security

Policies can be logically broken down into two main types: permissive policies and obligatory policies. A
permissive policy concerns those actions and accesses that entities are permitted to perform and an
obligation policy concerns those actions and states that entities are required to perform. These are closely
related, and dependent: it is not consistent to be obliged to perform some action that one does not have
permission to perform. A given policy document is likely to contain a mix of obligation and permission
policy statements.

The two kinds of policies have different enforcement mechanisms: a permission guard is a mechanism that
can be used to verify that a requested action or access is permitted; an audit guard can only verify after the
fact that an obligation has not been met. The precise form of these guards is likely to vary, both with the
resources being controlled and with the implementation technologies deployed. The architecture is
principally concerned with the existence of guards and their role in the architecture. In a well engineered
system it may be possible to construct guards that are not directly visible to either the requester nor the
provider of Welservices.

A permission guard acts as a guard enabling or disabling action to a resource or action. In the context of
SOAP, for example, one important role of SOAP intermediaries is that of permission guards: the
intermediary may not, in fact, forward a message if some security polimtased.

An audit guard acts as a monitor; watching resources and agents, validating that obligations that have been
established are respected and/or discharged. Due to the nature of obligations it is often not possible to
prevent obligations; instead the focus is on observing that obligations are respected. If an audit guard
detects a policy violation, then it normally cannot prevent the violation; instead some form of retribution

or remediation must be enacted. The precise forms of this are, of course, beyond the scope of this
architecture.

3.6.2.1 Policies andecurity

The threats enumerated above can be countered by a combination of suitable mechanisms and policy
documents that govern the enforcement mechanisms. For example, the unauthorized access threat may be
countered by a mechanism that validates the identity of potential agents who wish access the controlled
resource. That mechanism is, in turn, controlled by the policy document which expresses what evidence
must be offered by which agents before the accqssrisitted.

Not all guards are active processes. For example, confidentiality of information is encouraged (we hesitate
to claim guaranteed) by encryption of messages. As noted above, it is potentially necessary to encrypt not
only the content of SOAP messages (say) but also the identities of the sender and receiver agents. The
guard here is the encryption itself; although this may be further backed up by other active guards that

applypolicy.
3.6.2.2 Policies angbrivacy

Privacy policies are typically much more of the obligatory form than access control policies. A policy that
requires a Web service provider to properly propagate P3P tags, for example, represents an obligation on
the provider. It is not possible to prevent a rogue Web service provider from leaking private information; it
should be possible, however, to monitor the public actions of the Web service to ensure that the tags are
propagated.
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3.6.3 Policies beyondecurity

Policies have application beyond security and privacy. For example, many Quality of Service
requirements can be expressed in terms of policies (especially obligation-style policies). Furthermore,
many application-level policies may also apply. Thus the fundamental concepts of policies and guards
may also benefit Web services applications as well as helping to ensusetueity.

It should be noted that the focus of the Architecture is those elements that are needed to ensure that
policies are adhered to. Currently, the architecture does not address the issues associated with enacting
policies; except in so far that enactment can be modeled in terms of Web services that are themselves
subject topolicies.

The issues involved with enacting policies include determining how policies are established, in particular
who has the right to establish a policy and who does a policy relate to. This can be modeled in terms of
meta-policies; however, issues of legal responsibility, relationships between agents and between owners.
These are beyond the scope of Alnehitecture.

3.7 Scalability andextensibility

According tqJWSA Reqg][p.89] , it is a major goal of the architecture that any implementations are
inherently scalable arektensible.

This goal is broken down into five critical succémsstordmodularityiextensibilityisimplicityjmigration
[from EDlandpeer topeef

3.8 Modularity

The critical success fact&C00ZFocuses on the modularity of the architecture; with appropriate
granularity. This is reduced to an overall conceptual integrity with appropriate decomposition and easy
comprehension.

Our architecture is laid out using the simple stylearfcept§p.18] andrelationshipgp.63] . This

modeling technique is simple, and yet allows us to expose the critical properties of Web services. A major
design goal of the architecture has been the appropriate separation of concerns. In general, this is achieved
by rigorous minimalism associated with each concept: only associating those properties of a concept that
are truly necessary to meet tieguirements.

The overall themes in this architecture can be summaaized

® \Web services are used and presentgadentdp.33] interacting on behalf of real-workttors.

e [Messagestructurel§p.28] , service interfacegonversatior§p.34] are first of all explicitly identified
and potentialljdescribel{p.64] using using a variety of description languages. This has the effect of
documenting the various aspects involved in two or more interactingséveices.
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3.9 Extensibility

e Minimal assumptions about required components. For example, although Web services may be
documented, it is not required. Similarly, although descriptions may be published, that is edspined.

3.9 Extensibility

3.10 Peer to peemteraction

To support Web services interacting in a peer to peer style, the architecture must support peer to peer
message exchange patterns, must permit Web services to have persistent identity, must permit descriptions
of the capabilities of peers and must support flexibility in the discovery of peers bgthach

In thelmessage exchangatterfp.24] concept we allow for Web services to communicate with each
other using a very general concept of message exchange. Furthermore, we allow for the fact that a
message exchange pattern can itself be identified -- this permits interacting Web service agents to
explicitly reference a particular message pattern in thiractions.

A Web service wishing to use a peer-to-peer style interaction may use, for example, a publish-subscribe
form of message exchange pattern. This kind of message exchange is just one of the possible message
exchange patterns possible when the pattern is expiabthtifiable.

In thefagenifp.33] concept we note that agents hidentifierg[p.46] . The primary role of an agent

identifier is to permit long running interactions spanning multiple messages. Much like correlation, an
agent’s identifier can be used to link messages together. For example, in a publish and subscribe scenario,
a publishing Web service may include references to the Web service that requested the subscription,
separately from and additionaly to, the actual recipient cde¢héce.

Thefagenip.33] concept also clarifies that a given agent may adopt the rolgesfieeprovidet[p.39]
and/or aservicerequestefp.40] . l.e., these are roles of an agent, not necessarily intrinsic to the agent
itself. Such flexibility is a key part of the peer to peer mode of interaction betweesen@tes.

In thefservicg[p.35] concept we state that serviffes/¢[p.65] afsemantidgp.41] that may be identified in
dservicedescriptiof{p.37] and that may Hexpressddip.65] in alservice descriptiolanguagHp.37] . This
identification of the semantics of a service, and for more advanced agents the description of the service
contract itself, permits agents implementing Web services to determine the capabilities of other peer
agents. This is turn, is a critical success factor in the architecture supporting peer-to-peer interaction of
Webservices.

Finally, the fact thdservicelp.35] havedescriptiongp.37] means that these descriptions may be
published indiscoveryagenciggp.44] and also retrieved from such agencies. In effect, the availability of
explicit descriptions enables Web services and agents to discover each other automatically as well as
having theséard-coded.
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3.11 Long running transactions

3.11 Long runningtransactions

In[CSEACO017 are identified two requirements that support applications in a similar manner to traditional
EDI systems: reliable messaging and support for long-running stateful choreographed interactions. This
architecture supports transactions by allowing messages to be part of message exchanges and extended
choreographies. It also permits support for mesezlgbility.

3.12Conversations

Conversations are supported in this architecture at two levels: the single use of a Web service and the
combination of Welservices.

Amessage exchangetterfn[p.24] is defined to be the set of messages that makes a single use of a
service. Typical examples of message exchange pattern are request-response, publish-subscribe and event
notification.

The details of the message exchange pattern may be documengsavitedescriptionp.37] expressed
in ajservice descriptiolanguagHp.37] such asVSDL.

In addition, the architecture supports [duerelatioh[p.20] of messages by permitting messages to have
identifiers.

Web services may be combined into larger scale conversations by mghoseaigraphi¢fp.34] . A
choreography is the documentation of the combination of Web services, leaving out the details of the
actual messages involved in each service invocation and focusing on the dependencies between the Web
services.

Of particular importance, both to individual message exchange patterns and combined services, is the
handling ofexceptions.

Editorial note

Please also considbtark Jones’snputandGeoff Arnold’s stuff orsynchronous/asynchrongus

3.13 Messageeliability

Critical Success Factor AC017 of freguiremenisiotes that the architecture must satisfy the
requirements of enterprises wishing to transition from traditional EDI and more sped&Rally7.
requires that the architecture must support reliat@esaging.

The goal of reliability is to both reduce the the error frequency for interactions and, where errors occur, to
provide a greater amount of information about either successful or unsuccessful attempiset

In the context of Web services, we can address the issues of reliability at three distinct levels: of reliable
and predictable interactions between services, of the reliable and predictable delivery of infrastructure
services and of the reliable and predictable behavior of individual service providers and requesters. This
analysis is generally separate from concerns of fault tolerance, availability or security, but there may of
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3.13 Message reliability

course be overlappirigsues.

The architecture addresses the requirements for the highest level of reliability identified here by
accomodating the descriptions of the choreographies of the interactions between Web service requesters,
providers. In effect, reliability at this level becomes a measurable property of the descriptions of
choreographies: in effect, assuming that the infrastracture is reliable, and assuming that the services are
reliable, do the descriptions of the choreographies describe situations which will behave in predictable
ways?

The reliability of the individual service providers and requesters is out of scope of this architecture as we
do not comment on the realization of Web services. However, reliability at this level is often enhanced by
service providers adopting deployment platforms that have strong managapenitities.

The reliability of the infrastracture services refers to the reliability of the messaging infrastructure and the
discovery infrastructure; the former is often referred to as reliable messaging. In general, this refers to a
predictable quality of service related to the delivery of the messages involved with tlseiieb.

In more detail, we identify two properties of message sending that are important: the sender of the
message would like to be able to determine whether a given message has been received by its intended
receiver and that the message has been received exactly

Knowing if a message has been received correctly allows the sender to take compensating action in the
event the message has not been received. At the very least, the sender may attempt to resend a message
that has not beemreceived.

The general goal of reliable messaging is to define mechanisms that make it possible to achieve these
objectives with a high probability of success in the face of inevitable but unpredictable network, system
and softwardailures.

The goals of reliable messaging can be made more explicit by considering the issues related to multiple
receptions of a message and message intermediaries. If there is an intermediary, does the sender want to
know whether the message got to the intermediary or to the intended end recipient? Does the receiver care
whether it receives a message more than once? The following classification of reliable messaging

expectations is taken frgqmbXML MSS][p.89 .
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3.14 Web service manageability

Duplicate-Elimination Ack Requested From EndReceiver Ack Requested fr
1Y Y Y
2Y Y N
3\|Y N Y
4 |Y N N
5 N Y Y
6 |N Y N
7 |N N Y
8 |N N N

The goals of reliable messaging may also be examined with respect to whether one wishes to confirm only
the receipt of a message, or perhaps also to confirm the validity of that message. Three questions may be
asked about messagalidity:

1. Was the message received the same as the one sent? This may be determined by such techniques as
byte counts, check sums, digitadjnatures.

2. Does the message conform to the formats specified by the agreed upon protocol for the message?
Typically determined by automatic systems using syntax constraints (eg xml well formed) and
structural constraints (validate against one or more xml schemas or WSDL naefgaigens).

3. Does the message conform to the business rules expected by the receiver? For this purpose additional
constraints and validity checks related to the business process are typically checked by application
logic and/or human processanagers.

Of these, first and second are considered to be part of reliable messaging, the last is partly addressed by
Web serviceehoreography.

Message reliability is most often achieved via an acknoweldgement infrastructure, which is a set of rules
defining how the parties to a message should communicate with each other concerning the receipt of that
message and its validifWS-ReliabilityandWS-ReliableMessaginare examples of specifications for an
acknowledgement infrastructure that leverage the SOAP Extensibility Model. In cases where the
underlying transport layer already provides reliable messaging support (e.g. a queue-based infrastructure),
the same reliability Feature can be achieved in SOAP by defining a binding that relies on the underlying
properties of the transport.

3.14 Web servicenanageability

Goal AG007 of the requiremeffi/SA Regs][p.89] identifies that manageability of Web services is an
important goal of this architecture. Since the architecture defines how to define information, operations

and discovery of Web services, it is consistent to use Web services to provide access to and manageability
of Web serviceslso.
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3.15 Web services technologies

Management in this case is defined as a set of capabilities for discovering the existence, availability,
health, and usage, as well the control and configuration of manageable elements, where these are defined
as Web services, descriptions, agents of the Web services architecture, and roles undertaken in the
architecture.

This architecture does not attempt to specify completely how Web services are managed; that is be the role
of a separate specification. The architecture does, however, identify the key concepts and relationships
involved in modeling manageability. These key concepts inclugadémageablelemenp.61] , its
[managementapabilitiep.59] , thefmanageabilitynterfac¢[p.62] and thgmanagdip.61] .

For example, an executifWfeb serviceagentp.33] is a potentially managable element that may require

management, as is an actually depldyéebservicé[p.35] and the Web servicefgervicedescriptioh
[p.37] .

Thelmanagdip.61] is anagentip.33] that has the responsiblity for managing on behalf of its owner and
the owners of the resources that it is managing. The manager yseanggeabilitynterfac¢[p.62] to
aquirdmetric$[p.63] of managed elements and to managdetndiguratiohp.59] , thefife cycld[p.59] ,

and to monitor the status of those elements|Maeagdip.61] is also a prime recipient pianagemerjt
event§p.60] .

The key relationship that ensures that the architecture models management appropriapesgligebe

[p.66] relationship. The entities under managementhaageablelementp.61] have drealize{p.66]

relationship with other elements of the architecture. For examjlebservic[p.35] is provided by an
[agenitip.33] . Both the Web service itself and the agenfraafizedl[p.66] in some fashion; as are any
descriptions of the service; as physically deployed resources, and those deployed resources are themselves
potentiallymanageable.

As with Web services themselves, it may be important for scalability reas{mariagel$p.61] to be
able to automaticallgiscove}{p.44] both thdmanageablelementgp.61] it may be responsible for and
theirfmanageabilitynterfacedp.62] .

Editorial note

Discovery has a management aspect as well as a service aspect. This needs tcleamade

Of course, managers that are deployed in order to help the management of Web services are also
potentially subject to management; however, to the extent that such managers are already modeled as Web
services, their management will be handled as any others@feize.

3.15 Web servicesechnologies

There are a number of technologies that are in widespread use in the deployment of Web services; and
other technologies that will arise in the future. In this section we describe some of those technologies that
seem critical and the role they fill in relation to this architecture. This is a necessarily bottom-up
perspective, since, in this section, we are looking at Web services from the perspective of tools which can
be used to design, build and deploy Véehivces.
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3.15 Web services technologies

The technologies that we consider here, in relation to the Architecture, are XML, SOAP, WSDL. SOAP
provides an extensible framework for the XML data that is interchanged. The format that SOAP defines
has restrictions and places of extensibility. The Web Services Description Language (WSDL) provides a
format for defining the allowable formats for messages to and from agents. These include SOAP, XML,
MIME, and simple HTTRequests.

Editorial note: fgm

There are almost certainly others we should mention here, such as BPEL, WS-Security, WS-Poljcy,
WS-Reliability, ...

3.15.1 XML and Webservices

As previously stated, a Web services interaction is two, or more, software agents exchanging information
in the form of messages. The data that is exchanged is usually XML carried over an underlying transport
or transfer protocol, such as HTTP. Similarly, XML is also the foundation for many of the descriptive
technologies — such as SOAP, WSDL, OWL, and many others. In effect, the use of XML is critical to the
overall picture of Welservices.

The reason for the importance of XML is that it solves a key technology requirement that appears in many
places: by offering a standard, flexible and inherently extensible data format, XML significantly reduces
the burden of deploying the many technologies needed to ensure the successeneb.

The important aspects of XML, for the purposes of this Architecture, are the core syntax itself, the
concepts of the XML Infosg¢XML Infoset][p.90] , XML-Schema anKML-Namespaces.

XML Infoset is not a data format per se, but a formal set of information items and their associated
properties that comprise an abstract description of an XML doc{[Xiiht 1.0][p.90] . The XML

Infoset specification provides for a consistent and rigorous set of definitions for use in other specifications
that need to refer to the information in a well-formed XNtdcument.

Serialization of the XML Infoset definitions of information MAY be expressed using XM[XML_1.0]
[p.9Q] . However, this is not an inherent requirement of the architecture. The flexibility in choice of
serialization format(s) allows for broader interoperability between agents in the system. In the future, a
binary encoding of XML should be a suitable replacement for the textual serialization — such a binary
encoding may be more efficient and more suitable for machine-to-machine interactions.

Many of the uses of XML in the architecture relate to the description of machine processable elements;
such as message formats, interface descriptions, choreography descriptions, policy descriptions and so on.
While XML-Schema is not sufficiently powerful (nor intended to be) to capture all these, it does provide a
strong typing foundation for other kinds of description. Hence, XML-Schema is an integral part of XML

— and Web services, as far as this archictuceigcerned.

Similarly, XML-Namespaces is also a critical part of XML technology in relation to the Architcture. It
allows developers to partition all the different types of XML document that a large-scale Web service
installation is likely toneed.
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3.15 Web services technologies

3.15.2SOAP

SOAP Version 1.2 is a simple and lightweight XML-based mechanism for creating structured data
packages that can exchanged between netamplkcations.

SOAP is the standard for XML messaging for a number of reasons. First, SOAP is relatively simple,

defining a thin layer that builds on top of existing network technologies such as HTTP that are already
broadly implemented. Second, SOAP is flexible and extensible in that rather than trying to solve all of the
various issues developers may face when constructing Web services, it provides an extensible, composable
framework that allows solutions to be incrementally applied as needed. Thirdly, SOAP is based on XML.
Finally, SOAP enjoys broad industry and developer commsnipport.

[SOAP 1.2 Pari] [p.89] defines an XML-based messaging framework: a processing model and an
exensibility model. SOAP messages can be carried by a variety of network protocols; such as HTTP,
SMTP, FTP, RMI/IIOP, or a proprietary messagjmgtocol.

[SOAP 1.2 Par?][p.89] defines three optional components: a set of encoding rules for expressing
instances of application-defined data types, a convention for representing remote procedure calls (RPC)
and responses, and a set of rules for using SOAPHFITP/1.1.

An extension of the SOAP messaging framework is called a SOAP feature. One special type of SOAP
feature is thiMessage Exchange PattédMEP) A SOAP MEP is a template that establishes a pattern for

the exchange of messages between SOAP nodes. Examples of MEPs include: request/response, oneway,
peer-to-peer conversation, etc. A MEP MAY be supported by one or more underlying protocol binding
instances either directly, or indirectly with support from software that implements the required processing
to support the SOAP Feature as expressed as a $10diHe.

3.15.3WSDL

WSDL[is arj[p.63] example ofmplementatiortechnolog}{p.66] for[servicedescriptiongp.37]

WSDL 1.2[WSDL 1.2 Parfl] [p.90] is an XML document format for describing Web services as a set of
endpoints operating on messages containing either document-oriented or procedure-oriented (RPC)
messages.

WSDL describes Web services starting with the messages that are exchanged between the service provider
and requester. The messages themselves are described abstractly and then bound to a concrete network
protocol and messadermat.

WSDL is sufficiently extensible to allow description of endpoints and their messages regardless of what
message formats or network protocols are used to commufiW&BL 1.2 ParB] [p.90] describes
SOAP Version 1.2, HTTP/1.1, and MIM&ndings.

Web service definitions can be mapped to any language, object model, or messaging system. Simple
extensions to existing Internet infrastructure can implement web services for interaction via browsers or
directly within an application. The application could be implemented using COM, JMS, CORBA,
COBOL, or any number of proprietary integratswiutions.
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