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Abstract

This specification, Web Services Policy 1.5 - Attachment, defines two general-purpose mechanisms for
associating policies, as defined in Web Services Policy 1.5 - Framework, with the subjects to which they
apply. This specification also defines how these general-purpose mechanisms may be used to associate
policies with WSDL and UDDI descriptions.
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On 28 February 2007, this specificajon was published as a Candidate Recommendation, and a Call for
Implementations was announced. This revision is published in order to give visibility to the technical deci-
sions that have been made so far during this phase of the process and to allow review by W3C Members
and other interested parties. The maturity level of the specification remains unchanged, and the work is on
track to move forward to the Proposed Recommendation stage when the exit criteria for the current phase
have been met. No features have been identified as "features|at risk" by the Web Services Policy Working
Group. The Working Group will maintain fn implementation réport.

Publication as a Candidate Recommendation does not imply endorsement by the W3C Membership. This
is a draft document and may be updated, replaced or obsoleted by other documents at any time. It is inap-
propriate to cite this document as other than work in progress. This specification will remain a Candidate
Recommendation until at least 30 June 2007.

This Working Draft was produced by the members of the Web Services Policy Working Group, which is
part of thg W3C Web Services Actiity. The Working Group expects to advance this Working Draft to
Recommendation Status.

A list of|changes in this version of the document [p.49] and a diff-marked version against the previous
version of this document are available. The only major change in this version of the document is the align-
ment of the UDDI names and keys with the XML namespace name of the Web Services Policy language.

The Working Group is tracking all comments|via BugFilla and highly prefers to receive comments via this
system. If access to Bugzilla is not feasible, you may send your comments to the mailing list
public-ws-policy-comments@w3.org mailing ligt (public archive). Each Bugzilla entry and email message
should contain only one comment. All comments on this specification should be made following the
[Description for Issué¢s of the Working Group.

This document was produced by a group operating under the 5 February 2004 W3C Patént Policy. W3C
maintains @ public list of any patent discloslires made in connection with the deliverables of the group; that
page also includes instructions for disclosing a patent. An individual who has actual knowledge of a patent
which the individual believes contains Essential Claim(s) must disclose the information in accordance
with|section 6 of the W3C Patent Policy.
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1. Introduction

The Web Services Policy 1.5 - Framewdvdb Services Policy Framewprk [p.43pecification defines
an abstract model and an XML-based language for expréssing policies [p.8] of entities in a Web

services-based system. This specification, Web Services Policy 1.5 - Attachment, defines two
general-purpose mechanisms for associating policies wifh the slibjects [p.8] to which they apply; the poli-
cies may be defined as part of existing metadata about the subject or the policies may be defined indepen-
dently and associated through an external binding to the subject.

To enable Web Services Policy to be used with existing Web service technologies, this specification
describes the use of these general-purpose mechanisms with YWD 1.1 [p.43]|WSDL 2.0 Cor¢
[p.43] definitions and UDDI[UDDI API 2.4 [p.42],[UDDI Data Structure 2J0 [p.42][UDDI
[p.42]].

2. Notations and Terminology

This section specifies the notations, namespaces, and terminology used in this specification.

2.1 Notational Conventions
This specification uses the following syntax within normative outlines:

® The syntax appears as an XML instance, but valuislics indicate data types instead of literal
values.

® Characters are appended to elements and attributes to indicate cardinality:
o "?"(0or1l)
O " (0 or more)
O "+" (1 or more)

® The character "|" is used to indicate a choice between alternatives.



2.2 XML Namespaces

® The characters "(" and ")" are used to indicate that contained items are to be treated as a group with
respect to cardinality or choice.

® This document relies on the XML Information SEML Information S¢t [p.43]. Information items
properties are indicated by the stjilfoset property].

® XML namespace prefixes (see Table|2-1 [p.5] ) are used to indicate the namespace of the element or
attribute being defined.

m

® The ellipses characters.." are used to indicate a point of extensibility that allows other Element or
Attribute Information Items.

Elements and Attributes defined by this specification are referred to in the text of this document using
XPath 1.0 [XPATH 1.0] expressions. Extensibility points are referred to using an extended version of this
syntax:

® An element extensibility point is referred to using {any} in place of the element name. This indicates
that any element name can be used, from any namespace other than the
http://iwww.w3.org/ns/ws-policy hamespace.

® An attribute extensibility point is referred to using @{any} in place of the attribute name. This indi-
cates that any attribute name can be used, from any namespace. namespace.

Normative text within this specification takes precedence over normative outlines, which in turn take
precedence over the XML SchemML Schema Structures [p.4Bflescriptions.

2.2 XML Namespaces

This specification uses a number of namespace prefixes throughout; they are[listed in rable 2-1 [p.5] .
Note that the choice of any namespace prefix is arbitrary and not semantically significddMisge [

Namespacés [p.43).



2.2 XML Namespaces

Table 2-1. Prefixes and Namespaces used in this specification

Prefix XML Namespace Specification

[p.44]]

[p.44]]

S-SecurityPolig
[p.44]]

WS-Addressing
[p-43]]

. -
wsap http://www.w3.0rg/2006/05/addressing/wsdl Ei;izsis];m

WSDL L] [p.43]

mtom http://schemas.xmlsoap.org/ws/2004/09/policy/optimizedmimeserialization

rmp http://docs.oasis-open.org/ws-rx/wsrmp/200602

sp http://schemas.xmlsoap.org/ws/2005/07/securitypolicy

wsa http://www.w3.0rg/2005/08/addressing

wsdlll  http://schemas.xmlsoap.org/wsdl/

WSDL 20 Core
wsdi20  hittp:/Awww.w3.0rg/2006/01/wsdl o[ch;]

[WSDL 1.1
wsoapl2 | http://schemas.xmlsoap.org/wsdl/soap12/ Binding for SOAR
[p.45]]

(none),

wsp http://www.w3.org/ns/ws-policy This specification

[WS-Security 2004
[p-43]]

\WS-Security 2004
p.43]]

XML Schema
[Structuref [p.43]

wsse http://docs.oasis-open.org/wss/2004/01/oasis-200401-wss-wssecurity-secext-1.0.xsd

wsu http://docs.oasis-open.org/wss/2004/01/0asis-200401-wss-wssecurity-utility-1.0.xsd

XS http://www.w3.0rg/2001/XMLSchema

All information items defined by this specification are identified by the XML namespaceXbRI|[
[Namespacés [p.43]http://www.w3.org/ns/ws-policy. A normative XML SchehfidVIL Schema Struc-
fture$ [p.43],[XML Schema Datatyges [p.4BHlocument can be obtained indirectly by dereferencing the
namespace document at the WS-Policy 1.5 namespace URI.



http://www.w3.org/2007/02/ws-policy.xsd

2.3 Terminology

In this document reference is made towrsei:Ild  attribute in a utility schema
(http://docs.oasis-open.org/wss/2004/01/0asis-200401-wss-wssecurity-utility1.0.xsajs Uk fte

attribute was added to the utility schema with the intent that other specifications requiring such an Id could
reference it (as is done here).

It is the intent of the W3C Web Services Policy Working Group that the Web Services Policy 1.5 - Frame-
work and Web Services Policy 1.5 - Attachment XML namespace URI will not change arbitrarily with

each subsequent revision of the corresponding XML Schema documents as the specifications transition
through Candidate Recommendation, Proposed Recommendation and Recommendation status. However,
should the specifications revert to Working Draft status, and a subsequent revision, published as a WD,
CR or PR draft, results in non-backwardly compatible changes from a previously published WD, CR or

PR draft of the specification, the namespace URI will be changed accordingly.

Under this policy, the following are examples of backwards compatible changes that would not result in
assignment of a new XML namespace URI:

e Addition of new global element, attribute, complexType and simpleType definitions.
e Addition of new elements or attributes in locations covered by a previously specified wildcard.

o Modifications to the pattern facet of a type definition for which the value-space of the previous defi-
nition remains valid or for which the value-space of the preponderance of instance would remain
valid.

® Modifications to the cardinality of elements for which the value-space of possible instance documents
conformant to the previous revision of the schema would still be valid with regards to the revised
cardinality rule.

2.3 Terminology

The keywords "MUST", "MUST NOT", "REQUIRED", "SHALL", "SHALL NOT", "SHOULD",
"SHOULD NOT", "RECOMMENDED", "MAY", and "OPTIONAL" in this document are to be inter-
preted as described in RFC 21fIBTF RFC 211p [p.42].

We introduce the following terms that are used throughout this document:

[p.10]

Theeffective policy, for a giver] policy subjelct [p.8] , is the combination of relevant policies. The
relevant policies are those attachef to policy s¢opes [p.8] that contiain the policy subject [p.8] .

[p.11]
Theelement policyis the policy [p.8] attached to the policy subjkcts [p.8] associated with the

element information item that contains it.

lignorable policy assertipn



http://docs.oasis-open.org/wss/2004/01/oasis-200401-wss-wssecurity-utility-1.0.xsd
http://www.w3.org/TR/2007/CR-ws-policy-20070330#ignorable_policy_assertion

2.4 Example

An ignorable policy assertionis an assertion that may be ignored for policy intersection (as defined
in[4.5 Policy Intersectign).

[p.10]

A merge consists of serializing each policy gs a policy expregsion [p.8] , replacing their
wsp:Policy  element with avsp:All  element, and placing each as children of a wrapper
wsp:Policy  element.

policy

A policy is a potentially empty collection [of policy alternatives [p.8] .

Ipolicy alternative

A policy alternative is a potentially empty collection pf policy assertlons [p.8] .

policy assertio

A policy assertionrepresents a requirement, a capability, or other property of a behavior.

[policy attachment

A policy attachmentis a mechanism for associat[ng pdlicy [p.8] with one or fnore policy dcopes
[p.8].

Ipolicy expressign

A policy expressionis an XML Infoset representation of a policy [p.8] , either in a normal form or in
an equivalent compact form.

policy scopk
A policy scopeis a collection df policy subje¢ts [p.8] to which a policy may apply.
[policy subjedt

A policy subjectis an entity (e.g., an endpoint, message, resource, operation) with policy
[p.8] can be associated.

2.4 Example

This specification defines several mechanisms for associating policies (Web Services Policy 1.5 - Frame-
work, [Web Services Policy Framewprk [p.42Wwith various XML Web service entities. For brevity, we
define two sample policy expressipns [p.8] that the remainder of this document references.

[p.9] indicateq a pollcy [p.8] for reliable messa@it§RM Polidy [p.44].
[p.9] is a policy for securing messages using X509 certificiSs SecurityPolidy [p.44])
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2.4 Example

Example 2-1. Example RM Policy Expression.

(01) <wsp:Policy
xmins:rmp="http://docs.oasis-open.org/ws-rx/wsrmp/200602"
xmins:wsp="http://www.w3.org/ns/ws-policy"
xmins:wsu="http://docs.oasis-open.org/wss/2004/01/oasis-200401-wss-wssecurity-utility-1.0.xsd"
wsu:ld="RmPolicy" >

(02) <rmp:RMAssertion>

(03) <rmp:InactivityTimeout Milliseconds="600000" />

(04) <rmp:BaseRetransmissioninterval Milliseconds="3000" />

(05) <rmp:ExponentialBackoff />

(06) <rmp:Acknowledgementinterval Milliseconds="200" />

(07) </rmp:RMAssertion>

(08) </wsp:Policy>

Example 2-2. Example X509 Security Policy Expression.

(01) <wsp:Policy
xmlins:sp="http://schemas.xmlsoap.org/ws/2005/07/securitypolicy”
xmlns:wsp="http://www.w3.org/ns/ws-policy"
xmlns:wsu="http://docs.oasis-open.org/wss/2004/01/oasis-200401-wss-wssecurity-utility-1.0.xsd"
wsu:ld="X509EndpointPolicy" >

(02) <sp:AsymmetricBinding>

(03)  <wsp:Policy>

(04) <sp:RecipientToken>

(05) <wsp:Policy>

(06) <sp:X509Token sp:IncludeToken="http://schemas.xmlsoap.org/ws/2005/07/securitypolicy/IncludeToken/Never">
(07) <wsp:Policy>

(08) <sp:WssX509V3Token10 />

(09) </wsp:Policy>

(10) </sp:X509Token>

(11) </wsp:Policy>

(12) </sp:RecipientToken>
(13) <sp:InitiatorToken>
(14) <wsp:Policy>

(15) <sp:X509Token sp:IncludeToken="http://schemas.xmlsoap.org/ws/2005/07/securitypolicy/IncludeToken/AlwaysToRecipient" >
(16) <wsp:Policy>

a7) <sp:WssX509V3Token10 />

(18) </wsp:Policy>

(19) </sp:X509Token>

(20) </wsp:Policy>

(21) </sp:InitiatorToken>

(22) <sp:AlgorithmSuite>

(23) <wsp:Policy>

(24) <sp:Basic256Rsal5 />
(25) </wsp:Policy>

(26) </sp:AlgorithmSuite>
27) <sp:Layout>

(28) <wsp:Policy>

(29) <sp:Lax />

(30) </wsp:Policy>

(31) </sp:Layout>

(32) <sp:IncludeTimestamp />
(33) <sp:OnlySignEntireHeadersAndBody />
(34) </wsp:Policy>

(35) </sp:AsymmetricBinding>
(36) </wsp:Policy>

The document containing both of these policy expressions is assumed to be located at
http://www.example.com/policies . Per Sectioh 3.2 Policy Identificatlon of Web Services
Policy 1.5 - Frameworf/eb Services Policy Framewprk [p.42ihe IRIs used for thege policy exptes-
[p.8] in the remainder of this documentlatp://www.example.com/policies#RmPol-

icy andhttp://www.example.com/policies#X509EndpointPolicy , for the examples in

Example 2-[l [p.9] and Example P-2 [p.9] , respectively.
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3. Policy Attachment

3. Policy Attachment

This section defines two general-purpose mechanisms for assdciating Joolicies [p.8] with one or more
[p.8] . The first allows XML-based descriptions of resources (represented as XML
elements) to associate policy as part of their intrinsic definition. The second allows policies to be associ-
ated with arbitrary policy subjects independently from their definition.

In addition it defines the processing rules for scenarios where multiple policies are attached to a policy
subject.

3.1 Effective Policy

[p.8] will often be associated with a particlilar policy subject [p.8] using m{iltiple policy Jattach-
[p.8] . For example, there may be attachments at different points in a WSDL description that apply
to one policy subject, and other attachments may be made by UDDI and other mechanisms.

When multiple attachments are made, their relevent policies can be combined. [Definitieffectiee
policy, for a giver] policy subjéct [p.8] , is the combination of relevant policies. The relevant policies are

those attached fo policy scopes [p.8] that contaif the policy Jubject [p.8] .]

This combination can be achieved through a merge. [Definitionefye consists of serializing each
policy as 4 policy expressipn [p.8] , replacing thesp:Policy  element with avsp:All  element, and
placing each as children of a wrappep:Policy  element.] The resulting policy expression is consid-
ered to represent the combined policy of all of the attachments to that policy subject.

Such calculated policy expressions have no meaningful IRI of their own.

3.2 Policy Attachment Mechanisms

This section defines two general-purpose mechanisms for associating paleleServices Poligy

[p.42] with one or mor¢ policy subjetts [p.8] . The first allows XML-based descriptions of
resources to associqte policy [p.8] as part of their intrinsic definition. The second allows policies to be
associated with arbitrary policy subjects independently from their definition.

The[policy scoge [p.8] of an attachment is specific t¢ the policy attaghment [p.8] Mechanism using it.
Accordingly, any policy attachmént [p.8] mechanism MUST defin§ the policy]scope [p.8] of the attach-
ment.

3.3 XML Element Attachment

It is often desirable to associfte polities [p.8] with Web serlices policy slibjects [p.8] represented as XML
elements (i.e., WSDL 1.1 elements - Segdoittaching Policies Using WSDL 1/Ip.15] for the

specific details of WSDL attachment).

Sincq policy assertiohs [p.8] are strongly typed by the authors, the precise semantics of how element
policy is to be processed once discovered is domain-specific; however, implementations are likely to
follow the precedent specified in the section below on WSNEDL 1.1 [p.43] and Policy.

10



3.3 XML Element Attachment

This specification defines a global attribute that allpws policy expressions [p.8] to be attached to an arbi-
trary XML element. The following is the schema definition forwsp:PolicyURIs  attribute:

(01) <xs:schema>

(02) <xs:attribute name="PolicyURIs">
(03) <xs:simpleType>

(04) <xs:listitemType="xs:anyURI" />
(05) </xs:simpleType>

(06) </xs:attribute>

(07) </xs:schema>

The namespace URXML Namespacgs [p.43Jfor this attribute is
http://www.w3.org/ns/ws-policy

Thewsp:PolicyURIs  attribute contains a white space-separated list of one or mord BRI RFC

[p.42]]. When this attribute is used, each of the values identifies a policy expression [p.8] as defined
by |[Web Services Policy Framewprk [p.42]f more than one IRl is specified, the individual referenced

[p.8] need to e merded [p.10] together to form a single elpment policy expression [p.8] . The
resultanf policy [p.8] is then associated with the element information policy [p.11] prop-
erty. [Definition: Theelement policyis thd policy [p.8] attached to the policy subjects [p.8] associated

with the element information item that contains it.]

An example of element poliky [p.11] through the use of this global attribute is given below using the
sample policies stated in Sectjpd Example[p.8] .

If the[policie$ [p.8] referenced by the following XML element

(01) <MyElement wsp:PolicyURIs="
(02) http:/iwww.example.com/policies#RmPolicy
(03) http:/iwvww.example.com/policies#X509EndpointPolicy" />

have been processed §nd mefged [p.10] , it would resulfin an elemert policy [p.11] whose XML 1.0
representation is listed in Example]3-1 [p.11] :

Example 3-1. Example Merged Policy Expression.

(01) <wsp:Policy
xmlns:rmp="http://docs.oasis-open.org/ws-rx/wsrmp/200602"
xmlns:sp="http://schemas.xmlsoap.org/ws/2005/07/securitypolicy”
xmlns:wsp="http://www.w3.org/ns/ws-policy" >

(02) <wsp:All>

(03) <rmp:RMAssertion>

(04) <rmp:InactivityTimeout Milliseconds="600000" />

(05) <rmp:BaseRetransmissioninterval Milliseconds="3000" />
(06) <rmp:ExponentialBackoff />
(07) <rmp:Acknowledgementinterval Milliseconds="200" />

(08) </rmp:RMAssertion>

(09) </wsp:All>

(10) <wsp:All>

(11) <sp:AsymmetricBinding>

(12) <wsp:Policy>

(13) <!-- Details omitted for readability -->
(14) <sp:IncludeTimestamp />

11



3.4 External Policy Attachment

(15) <sp:OnlySignEntireHeadersAndBody />
(16) </wsp:Policy>

(17) </sp:AsymmetricBinding>

(18) </wsp:All>

(19) </wsp:Policy>

Note that thi y [p.11] has no meaningful IRI.

The presence of thesp:PolicyURIs  attribute does not prohibit implementations from using addi-
tional mechanisms for associat|ng policy expressions [p.8] with XML-based constructs.

Alternatively, rather than using the global attribute, XML elements MAY usespePolicy or
wsp:PolicyReference elements directly as children, in order to supjport element policy [p.11] (Per
Sectior] 4.3.4 Policy Referenges of Web Services Policy 1.5 - Framgwetk$ervices Policy Frame-
[p.42]]), and the semantics for this are the same as for the use of the global attribute. For example,
an alternative way of attaching the policies in the above example, using child elements, would be as
follows:

(01) <MyElement>

(02) <wsp:PolicyReference

(03)  URI="http://www.example.com/policies#RmPolicy" />

(04) <wsp:PolicyReference

(05)  URI="http://www.example.com/policies#X509EndpointPolicy" />
(06) <MyElement/>

3.4 External Policy Attachment
This mechanism allows policles [p.8] to be associated Vith a policy Jubject [p.8] independent of that

subject’s definition and/or representation through the usevspaPolicyAttachment element.

This element has three components{ the policy $cope [p.8] of the attachmfent, the policy expressions [p.8]
being bound, and optional security information. [The policy gcope [p.8] of the attachment is defined using
one or more extensible domain expressions that id¢ntify policy subjects [p.8] , typically using IRIs.

Domain expressions identify the domain of the association. That is, thg set of policy lsubjects [p.8] that
will be considered for inclusion in the scope using an extensible domain expression model. Domain
expressions identify policy subjelcts [p.8] to be included withif the policy lscope [p.8] . Domain expres-
sions yield an unordered sef of policy subjects [p.8] for consideration.

For the purposes of attaching policy [p.8] fo_a policy supject [p.8] through this mechani$m, anly policy
[p.8] contained inside of thep:AppliesTo  element MUST NOT be considered in scope.

For example, an Endpoint Reference may be used as a domain expression, and it may confain policy
[expressiors [p.8] within it, but tHis policy expressjons [p.8] are not considered in scope with respect to the
wsp:PolicyAttachment element using it.

The following is the pseudo-schema for W&p:PolicyAttachment element:
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3.4 External Policy Attachment

(01) <wsp:PolicyAttachment L
(02) <wsp:AppliesTo>

(03) <x:DomainExpression/> +

(04) </wsp:AppliesTo>

(05) (<wsp:Policy> ...<lwsp:Policy> |

(06) <wsp:PolicyReference> ...<lwsp:PolicyReference> ) +
(07) <wsse:Security> ...<lwsse:Security> ?

(08) .

(09) <lwsp:.PoIicyAttachment>
The following describes the attributes and elements listed in the pseudo-schema outlined above:

Iwsp:PolicyAttachment

This describes an exterpal policy attachment [p.8] .

Iwsp:PolicyAttachment/wsp:AppliesTo

This required element’s children describe[the policy dcope [p.8] .

Iwsp:PolicyAttachment/wsp:AppliesTo/{any}

These child elements MUST specify and/or refine the domain expression(s) that d¢fine tHe policy
[p.8] . They MUST NOT contradict the semantics of their root element; if an element is not
recognized, it SHOULD be ignored. Domain expressions are XML elements that policy
[p.8] within R _policy scdpe [p.8] . When more than one domain expression is present, the
[p.8] contains the union of fhe policy subjects [p.8] identified by each expression.

Iwsp:PolicyAttachment/wsp:Policy

This element is [a policy expresdion [p.8] represent[ng a policy [p.8] that is attachefd to th policy
[p.8] within thl policy scdpe [p.8] .

/wsp:PolicyAttachment/wsp:PolicyReference

This element reference$ a policy expregsion [p.8] to be attached to the policy lsubjects [p.8] that are in
the[policy scoge [p.8] . Refer to Web Services Policy 1.5 - Framefiek Bervices Policy Franhe-
fworK [p.42]] for additional details.

Iwsp:PolicyAttachment/wsse:Security

This element is of type/sse:Security and allows security information such as signatures to be
included. The syntax of this element is described in WS-SedwiBtFecurity 2004 [p.43]

Iwsp:PolicyAttachment/@{any}

Additional attributes MAY be specified but MUST NOT contradict the semantics ¢bweer
element} if an attribute is not recognized, it SHOULD be ignored.
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3.4 External Policy Attachment

Iwsp:PolicyAttachment/{any}

Other child elements for binding constructs MAY be specified but MUST NOT contradict the seman-
tics of the parent element; if an element is not recognized, it SHOULD be ignored.

Domain expressions are used to identify entities such as endpoints, messages or resources with which a
policy can be associated. For example, domain expressions may be used to refer to WSDL 1.1 definitions,
WSDL 2.0 components, endpoint references, etc.

The following example illustrates the use of this mechanism with an EndpointReference domain expres-
sion for a deployed endpoint as defined in Web Services AddregBeAddressing Care [p.43]

(01) <wsp:PolicyAttachment>

(02) <wsp:AppliesTo>

(03) <wsa:EndpointReference>

(04) <wsa:Address>http://www.example.com/acct</wsa:Address>
(05) </wsa:EndpointReference>

(06) </wsp:AppliesTo>

(07) <wsp:PolicyReference

(08)  URI="http://www.example.com/policies#RmPolicy" />

(09) </wsp:PolicyAttachment>

In this example, thie policy expresdion [p.8htp://www.example.com/policies#RmPolicy
applies to all interactions with the endpoinh#p://www.example.com/acct

3.4.1 URI Domain Expression

This section defines a domain expression for identifying resourfes as policy $ubjects [p.8] for the external
attachment mechanism. The following is a pseudo-schema for the URI domain expression:

(01) <wsp:PolicyAttachment >

(02) <wsp:AppliesTo>

(03) <wsp:URI ... >xs:anyURI</wsp:URI> *
(04) </wsp:AppliesTo>

(05)

(06) </WSbI:IPoIicyAttachment>
The following describes the URI domain expression element listed in the pseudo-schema outlined above:
Iwsp:PolicyAttachment/wsp:AppliesTo/wsp:URI

This element is an IRI that references a resourc¢ as a policy subject [p.8] . There is no requirement
that the IRI be resolvable; retrieval mechanisms are beyond the scope of this specification.

Iwsp:PolicyReference/wsp:AppliesTo/wsp:URI/@{any}

Additional attributes MAY be specified but MUST NOT contradict the semantics ¢dwresr
element} if an attribute is not recognized, it SHOULD be ignored.
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4. Attaching Policies Using WSDL 1.1

URI domain expressions are used to identify resources that are identified using IRI or IRl References
(such as endpoint, message or operation definitions) with yhich pplicies [p.8] can be associated. For
example, URI domain expressions can be used to identify WSDL 1.1 definitions, WSDL 2.0 components,
etc. When a URI domain expression identifies multiple resources, i.e. WSDL 1.1 supports multiple opera-
tions with the same name (sometimes called operation name overloading), the Policy applies to all the
resources that are identified.

IRl References for WSDL 2.0 components are defined in Appendix C of the Web Services Description
Language (WSDL) Version 2.0 Part 1: Core LanguREIDL 2.0 Core Language [p.4B]The following
example illustrates the use of URI domain expression with a WSDL 2.0 IRI Reference:

(01) <wsp:PolicyAttachment>

(02) <wsp:AppliesTo>

(03) <wsp:URI>http://example.org/TicketAgent.wsdI20#wsdl.endpoint(TicketAgentService/Endpoint)</wsp:URI>
(04) </wsp:AppliesTo>

(05) <wsp:PolicyReference URI="http://www.example.com/policies#RmPolicy" />

(06) </wsp:PolicyAttachment>

In this example, the policy expresdion [p.8h#ap://www.example.com/policies#RmPolicy
applies to all interactions with the endpoinhtp://example.org/TicketA-
gent.wsdl20#wsdl.endpoint(TicketAgentService/Endpoint)

IRI References for WSDL 1.1 elements are defined in WSDL 1.1 Element Idenfi8BL11 Elemeh-
[p.44]].

The scope of URI domain expressions for WSDL 2.0 components or WSDL 1.1 elements is limited to the
subjects defined in Secti¢mn WS-Policy Attachment for WSDL 2.0[p.22] and4. Attaching Policie$
[Using WSDL 1.1[p.15] .

3.5 Use of IRIs in Policy Attachment

Policy attachment mechanisms use IRIs for some identifiers. This document does not define a base URI
but relies on the mechanisms defined in XML B&I BASE [p.43] and RFCs 3023ETF RFC 3028

[p.42] ], 3986 [ETF RFC 398p [p.42] and 3987[[ETF RFC 398) [p.42] for establishing a base URI
against which relative IRIs can be made absolute.

4. Attaching Policies Using WSDL 1.1

This section describes a mechanism for associating policy expressions with Web service constructs in
WSDL 1.1 WSDL 1.1 [p.43]. The mechanism consists of:

® A model for attaching policies to WSDL 1.1 constructs. The model defines:

O A partitioning of WSDL constructs into service, endpoint, operation and message policy
subjects.

O The semantics of attaching a palicy [p.8] to dach policy siibject [p.8]
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4.1 Calculating Effective Policy in WSDL 1.1

O How to combine policies attached to more than one WSDL construct within a single policy
subject.

® An XML representation of policy expressions attached to WSDL 1.1 constructs.

® The annotation of such policy expressions as required extensions using the WSDL-defined extensibil-
ity flag @wsdl:required

WSDL 1.1 disallows the use of extensibility elements on certain elements and the use of extensibility
attributes on others. However, the WS-I Basic Profile[BRLT.] [p.42]] overrules this restriction and
allows element extensibility everywhere. Therefore, when attaching a reference directly to the WSDL
element the policy reference SHOULD be attached usspPolicyReference as child element
unless it is absolutely necessary to maintain the original WSDL 1.1 restriction, in which case the
@wsp:PolicyURIs  attribute MAY be used for the following WSDL elements:

e wsdlll:portType
e wsdlll:portType/wsdl1ll:operation/wsdl1l:input
e wsdl1ll:portType/wsdlll:operation/wsdl11:output

e wsdl1l:portType/wsdl1l:operation/wsdI11:fault

If it is necessary to include the actpal policy expreskions [p.8] within the WSDL description itself, it is
RECOMMENDED that theiwvsp:Policy  elements be included as children of weell11:defini-

tion element, and referenced using the mechanisms just described. Alternatiely, the policy expressions
[p.8] MAY be made available through some other means, such as WS-MetadataExéhandetH-

dataExchande [p.44]

To ensure that consumers of policy-annotated WSDL elements are capable of procesking sdch policy
attachments [p.8] , attachments usivep:PolicyReference SHOULD be marked as a mandatory
extension (e.g., with @wsdl11:required="true" attribute).

The rest of this section defines how to interpref the policy attachments [p.8] when they appear within a
WSDL description.

4.1 Calculating Effective Policy in WSDL 1.1

[Policy attachmenits [p.8] in WSDL 1.1 can be used to assfciate dolicies [p.8] with four different types of
[policy subjedt [p.8] , identified as the service policy subject, the endpoint policy subject, the operation
policy subject, and the message policy subject. These policy subjects should be considered as nested, due
to the hierarchical nature of WSDL.

When attaching [a polity [p.8] to a WSDL elemeift, a policy §cope [p.8] is implied for that attachment. The
[p.8] only contains the policy suljject [p.8] associated with that element and not those associ-
ated with the children of that element. Therefore, it is RECOMMENDED tha{ each policy absertion [p.8]
contained within a WSDL elemenf’s element pdlicy [p.11] should have the correct semantic such that the
policy subject for that assertion is that WSDL element. For example, assertions that describe behaviours
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4.1 Calculating Effective Policy in WSDL 1.1

regarding the manipulation of messages should only be contained within policies attached to WSDL
message elements.

Figure 1 represents how the effective policies [p.10] , with regard to WSDL, are calculated for each of
thesd policy subjedts [p.8] . In the diagram, the dashed boxes represent polity scope [p.8] s implied by
WSDL elements. For a particular policy subjject [p.8] [the effective policy [p.10] Mu&Tethe

[p.11] of each element with a policy stope [p.8] that contains the policy] subject [p.8] .

For abstract WSDL definitions, the element pdlicy [p.11] is considered an intrinsic part of the definition

and applies to all uses of that definition. In particular, it MUS|T be mErged [p.10] irjto the effectivg policy
[p.10] of every implementation of that abstract WSDL definition.

Policies that are attached to a deployed resource (e.g., services or ports) are only considé¢red ih the effec-

[p.10] of that deployed resource itself.

i AT wadl11:senvice
: Policy Subject o

E wsdl11:port

Endpoint wsdl11:binding

: Policy Subject

i N ) wsdl 1 portType
i wsdl1:operation

:._ Operatinn FR R i - SRt R i -5 =8-S R S S

E Policy Subject wsdl 1:operation
L S

. wsdl1 1:inpt

- r'_a'lessagn_a wsdl 1 input

; Folicy Subject

__________________________________________
___________________________________________________________

Figure 4-1. Effective Policy and Policy Scopes in WSDL

17



4.1 Calculating Effective Policy in WSDL 1.1

(This graphic is also available in SVG forrhat fere.)

When attaching policies at different levels of the WSDL hierarchy, care must be taken. A message
exchange with an endpoint MAY be described by the effective policies [p.10] in all four subject types
simultaneously.

For example, if Figure 4-1 [p.17] , for a particular input message to a deployed endpoint, there are four

[p.8] involved, each with their ojwn effective plicy [p.10] . Therefis an effectivd policy
[p.10] for the message, as well ag an effective dolicy [p.10] for the parent operation of that message, an

[p.10] for the deployed endpoint, and the effective policy [p.10] for the service as a whole.

All four feffective policief [p.10] are applicable in relation to that specific input message.

It is RECOMMENDED that, where specific policy assertjons [p.8] associated wifh one policy|subject

[p.8] are only compatible with specific policy assertjons [p.8] on anpther policy gubject [p.8] in the same
hierarchical chain, the policies containing these assertions should be attached within a single WSDL

binding hierarchy.

For any given port, tHe policy alternatijes [p.8] for dach policy siibject [p.8] type SHOULD be compatible
with each of thg policy alternatijes [p.8] at each of the policy supjects [p.8] parent arjd childl policy

[p.8], such that choices betwleen policy alternhtives [p.8] at each level are independent of each
other.

The rest of this section describes tHese policy siibject [p.8] types, and fow the effectiye policy [p.10] for
eacH policy subjekt [p.8] is calculated.

4.1.1 Service Policy Subject

The following WSDL 1.1 element is considered as the service policy subject:

e wsdlll:service

This element MAY havg element policy [p.11] as per Se@idrolicy Attachmen}[p.10] , and if present
MUST be[mergdd [p.10] into tihe effective policy [p.10] of the WSDL service policy subject.

A policy associated with a service policy subject applies to any message exchange using any of the
endpoints offered by that service.

4.1.2 Endpoint Policy Subject

The following WSDL 1.1 elements collectively describe an endpoint:
e wsdlll:port
e wsdlll:portType

e wsdl11:binding
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4.1 Calculating Effective Policy in WSDL 1.1

These elements MAY haye element pdlicy [p.11] as per S¢gtiBolicy Attachmen}[p.10] . Thd policy
[p.8] implied by each of these elements contains the endpoint policy subject representing the
deployed endpoint.

Since thewsdI11:portType may be used by more than one binding, it is RECOMMENDED that only
policies containing abstract (i.e., binding independent) assertions should be attached to this type of
element.

Policies associated with an endpoint policy subject apply to any message exchange made using that
endpoint.

Theleffective policly [p.10] for a WSDL endpoint policy subject includef the element|policy [p.11] of the

wsdlll:port  element that defines the endpdint mefged [p.10] with the element]policy [p.11] of the
referencedvsdl1ll:binding  element and tHe element policy [p.11] of the referemesatil1:port-

Type element that defines the interface of the endpoint.

4.1.3 Operation Policy Subject

The following WSDL 1.1 elements collectively describe an operation:
e wsdlll:portType/wsdl1ll:operation
e wsdl11:binding/wsdl11:operation

These elements MAY hayie element pdlicy [p.11] as per S¢gtiBolicy Attachment[p.10] .

The[policy scoge [p.8] implied by each of these elements contains the operation policy subject represent-
ing the specific operation of the endpoint policy subject.

Since thewsdl11:portType/wsdl1l1:operation may be used by more than one binding, it is
RECOMMENDED that only policies containing abstract (i.e., binding independent) assertions should be
attached to this type of element.

Policies associated with an operation policy subject apply to the message exchange described by that oper-
ation.

The[effective policly [p.10] for a WSDL operation policy subject is calculated in relation to a specific port,
and includes thlg_element policy [p.11] of thedl11:portType/wsdl11:operation element that
defines the operatign merded [p.10] with that of the corresponding

wsdl11:binding/wsdl11:0peration element.

4.1.4 Message Policy Subject
The following WSDL 1.1 elements are used to describe messages:

e wsdlll:message
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4.1 Calculating Effective Policy in WSDL 1.1

e wsdl1ll:portType/wsdlll:operation/wsdl11:input

e wsdl1ll:portType/wsdlll:operation/wsdl11:output

e wsdl1l:portType/wsdlll:operation/wsdI11:fault

e wsdl11l:binding/wsdl11:operation/wsdl1l:input

e wsdlll:binding/wsdl11l:operation/wsdl11:output

e wsdlll:binding/wsdl11l:operation/wsdl11:fault

These elements MAY haje element pdlicy [p.11] as per S¢gtiBolicy Attachmen}[p.10] .

The[policy scoge [p.8] implied by these elements contains the message policy subject representing the
specific input, output, or fault message in relation to the operation policy subject.

Policies associated with a message policy subject apply to that message (i.e. input, output or fault
message).

The[effective polidy [p.10] for a specific WSDL message (i.e., input, output, or fault message) is calcu-
lated in relation to a specific port, and includeq the element policy [p.11] okttié1:message
element that defines the message’s fype mgrged [p.10] with the elemert policy [p.11] of the

wsdl11:binding andwsdl11:portType message definitions that describe that message.

For example, the_effective policy [p.10] of a specific input message for a specific port wouldiegee
of thewsdll1l:message element defining the message type,wiselll:port-

Type/wsdl1l1l:operation/wsdl11:input element, and the corresponding
wsdl11:binding/wsdl11:operation/wsdl11l:input element for that message.

Since awsdlll:message may be used by more than omsdl1ll:portType ,itis RECOM-
MENDED that only policies containing abstract (i.e., binding independent) assertions should be attached
to this type of element.

SincewsdI11l:input ,wsdl1ll:output , andwsdl11:fault elements in avsdl11:port-
Type/wsdl11:operation may be used by more than one binding, it is RECOMMENDED that only
policies containing abstract (i.e., binding independent) assertions should be attached to these types of
elements.

Care should be taken when attaching policies to outbound messages as the result may not be what is
expected. For example, expressing a choice on a service’s outbound message without a mechanism for a
requester of that service to communicate its choice to the service before the outbound message is sent may
not result in the desired behaviours. It is therefore RECOMMENDELD that policy alterpatives [p.8] on
outbound messages SHOULD be avoided without the use of some form of[mutuél policy [p.8] exchange
between the parties involved.

20



4.1 Calculating Effective Policy in WSDL 1.1

4.1.5 Example

As an example of the combination of thse policy subjects [p.§] and effectivg policy [p.10] calculation,
consider the WSDL type definition in Example]4-1 [p.21] that references policies.

Example 4-1. Example Policy Attached to WSDL.

(01) <wsdI11:definitions name="StockQuote"
targetNamespace="http://www.example.com/stock/binding"
xmlns:tns="http://www.example.com/stock/binding"
xmins:fab="http://www.example.com/stock"
xmins:rmp="http://docs.oasis-open.org/ws-rx/wsrmp/200602"
xmlns:sp="http://schemas.xmlsoap.org/ws/2005/07/securitypolicy"
xmins:wsdl="http://schemas.xmlsoap.org/wsdI/"
xmins:wsoapl12="http://schemas.xmlsoap.org/wsdl/soap12/"
xmlns:wsp="http://www.w3.org/ns/ws-policy"
xmins:wsu="http://docs.oasis-open.org/wss/2004/01/oasis-200401-wss-wssecurity-utility-1.0.xsd" >

(02) <wsp:Policy wsu:ld="RmPolicy" >

(03) <rmp:RMAssertion>

(04) <rmp:InactivityTimeout Milliseconds="600000" />

(05) <rmp:BaseRetransmissioninterval Milliseconds="3000" />

(06) <rmp:ExponentialBackoff />

(07) <rmp:Acknowledgementinterval Milliseconds="200" />

(08) </rmp:RMAssertion>

(09) </wsp:Policy>

(10) <wsp:Policy wsu:ld="X509EndpointPolicy" >

(11) <sp:AsymmetricBinding>

(12) <wsp:Policy>

<!-- Details omitted for readability -->

(13) <sp:IncludeTimestamp />

(14) <sp:OnlySignEntireHeadersAndBody />

(15) </wsp:Policy>

(16) </sp:AsymmetricBinding>

(A7) </wsp:Policy>

(18) <wsp:Policy wsu:ld="SecureMessagePolicy" >

(19) <sp:SignedParts>

(20) <sp:Body />

(21) </sp:SignedParts>

(22) <sp:EncryptedParts>

(23) <sp:Body />

(24) </sp:EncryptedParts>

(25) </wsp:Policy>

(26) <wsdI11l:import namespace="http://www.example.com/stock"

location="http://www.example.com/stock/stock.wsdl" />

(27)  <wsdI11:binding name="StockQuoteSoapBinding" type="fab:Quote" >

(28) <wsoapl2:binding style="document"

(29) transport="http://schemas.xmlsoap.org/soap/http" />

(30) <wsp:PolicyReference URI="#RmPolicy" wsdl11l:required="true" />

(31) <wsp:PolicyReference URI="#X509EndpointPolicy" wsdl11l:required="true" />

(32) <wsdl11:operation name="GetLastTradePrice" >

(33) <wsoapl2:operation soapAction="http://www.example.com/stock/Quote/GetLastTradePriceRequest" />

(34) <wsdI11:input>

(35) <wsoapl2:body use="literal" />

(36) <wsp:PolicyReference URI="#SecureMessagePolicy"
wsdlll:required="true" />

37) </wsdI11:input>

(38) <wsdl11:output>

(39) <wsoapl2:body use="literal" />

(40) <wsp:PolicyReference URI="#SecureMessagePolicy"

(41) wsdl11l:required="true" />

(42) </wsdl11:output>

(43) </wsdl11:operation>
(44) </wsdl11:binding>
(45) </wsdl11:definitions>
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For endpoints bound ®tockQuoteSoapBinding , the[effective polidy [p.10] of the endpoint is listed
in[Example 3-11 [p.11] (above). For tletLastTradePrice operation, an additional message-level
[effective policy [p.10] is in effect for the input message, whose XML 1.0 representation is listed in

[p.22].

Example 4-2. Example Message Security Policy Expression.

(01) <wsp:Policy
xmins:sp="http://schemas.xmlsoap.org/ws/2005/07/securitypolicy"
xmins:wsp="http://www.w3.org/ns/ws-policy"
xmins:wsu="http://docs.oasis-open.org/wss/2004/01/oasis-200401-wss-wssecurity-utility-1.0.xsd"
wsu:ld="SecureMessagePolicy" >

(02) <sp:SignedParts>

(03) <sp:Body />

(04) </sp:SignedParts>

(05) <sp:EncryptedParts>

(06) <sp:Body />

(07) </sp:EncryptedParts>

(08) </wsp:Policy>

5. WS-Policy Attachment for WSDL 2.0

This section describes a mechanism for associating policy expressions with Web service constructs in
WSDL 2.0. The mechanism consists of:

® A model for attaching policies to WSDL 2.0 constructs. The model defines:

O A partitioning of WSDL constructs into service, endpoint, operation and message policy
subjects.

O The semantics of attaching a policy to each policy subject.

O How to combine policies attached to more than one WSDL component within a single policy
subject.

® An XML representation of policy expressions attached to WSDL 2.0 constructs.

® The annotation of such policy expressions as required extensions using the WSDL-defined extensibil-
ity flag @wsdI20:required

[2.2 XML Namespacedp.5] lists all the XML Namespaces that are used in this section. (XML elements
without a namespace prefix are from the Web Services Policy XML Namespace.)

5.1 Example
The example below illustrates the use of WS-Policy Attachment for WSDL 2.0:

Example 5-1. Example Policy Attached to WSDL 2.0

22



5.1 Example

(01) <wsdI20:description>

02) ...

(03) <wsp:Policy wsu:ld="common">

(04) <mtom:OptimizedMimeSerialization wsp:Optional="true"/>
(05) <wsap:UsingAddressing />

(06) </wsp:Policy>

(07) <wsp:Policy wsu:ld="secure">

(08) <wsp:ExactlyOne>

(09) <sp:TransportBinding> ...<[sp:TransportBinding>
(20) <sp:AsymmetricBinding> ...</sp:AsymmetricBinding >
(11) </wsp:ExactlyOne>

(12) </wsp:Policy>

(13) <wsdI20:binding name="SecureBinding"

(14) interface="tns:RealTimeDatalnterface" >

(15) <wsp:PolicyReference URI="#secure" />

(16) <wsdl20:0peration name="GetRealQuote" > ...</wsdI20:0peration>
a7)

(18) </wsdI20:binding>

(19) <wsdlI20:service name="RealTimeDataService"

(20) interface="tns:RealTimeDatalnterface" >
(21) <wsdl20:endpoint name="RealTimeDataPort"
(22) binding="tns:SecureBinding">

(23) <wsp:PolicyReference URI="#common" />
(24)

(25) </wsdl20:endpoint>
(26) </wsdl20:service>

@7 ..

(28) </wsdI20:description>

TheSecureBinding  WSDL binding description describes a binding for an interface that provides
real-time quotes and book information on securities. (The prefigd20 andtns are used here to

denote the Web Services Description Language 2.0 XML Namespace and the target namespace of this
WSDL document respectively.) To require the use of security for these offerings, a policy expression [p.8]
that requires the use of either transport-level or message-level security is attached to the binding descrip-
tion. The policy expressipn [p.8] applies to any message exchange associated eittipanigt  that

supports this binding description.

TheRealTimeDataPort ~ WSDL endpoint description describes an endpoint that supports the
SecureBinding  WSDL binding description. To require the use of addressing and allow the use of opti-
mization (Optimized MIME Serialization as defined in the MTOM specificafldh®M [p.44]]), a

[policy expressidn [p.8] that represents the addressing requirement and optimization capability is attached
to the endpoint description. The policy expregsion [p.8] applies to any message exchange associated with
theRealTimeDataPort  endpoint.

In the above example, tisecure and#common|policy expressions [p.8] attached to Becure-
Binding WSDL binding andRealTimeDataPort ~ WSDL endpoint descriptions collectively apply to
any message exchange associated with the RealTimeDataPort endpoint. The example below represents the

combination of these two policles [p.8] , that is,[the effective dolicy [p.10] fdRéiadTimeDataPort

endpoint.
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Example 5-2. Effective Policy for the RealTimeDataPort endpoint

(01) <wsp:Policy>

(02) <wsp:All>

(03) <wsp:Policy>

(04) <mtom:OptimizedMimeSerialization wsp:Optional="true"/>

(05) <wsap:UsingAddressing />

(06) </wsp:Policy>

(07) <wsp:Policy>

(08) <wsp:ExactlyOne>

(09) <sp:TransportBinding> ...<Isp:TransportBinding>
(20) <sp:AsymmetricBinding> ...</sp:AsymmetricBinding >
(11) </wsp:ExactlyOne>

(12) </wsp:Policy>

(13) </wsp:All>

(14) </wsp:Policy>

5.2 Attaching Policy Expressions

Policy attachment points in a WSDL 2.0 document are:
e wsdl20:service

e wsdl20:endpoint

e wsdl20:binding

e wsdl20:binding/wsdl20:operation

e wsdl20:binding/wsdI20:fault

e wsdl20:binding/wsdl20:operation/wsdl20:input
o wsdl20:binding/wsdI20:operation/wsdI20:output
e wsdl20:binding/wsdl20:operation/wsdI20:infault
e wsdl20:binding/wsdl20:operation/wsd|20:outfault
e wsdl20:interface

e wsdl20:interface/wsdl20:operation

e wsdl20:interface/wsdl20:fault

o wsdl20:interface/wsdl20:operation/wsdI20:input

e wsdl20:interface/wsdl20:operation/wsdl20:output
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e wsdl20:interface/wsdI20:operation/wsdI20:infault

o wsdl20:interface/wsdI20:operation/wsdl20:outfault.

and

Any of these elements MAY have one or marsp:Policy  orwsp:PolicyReference

elements.

Policy attachment points in a WSDL document are associated with specific policy $ubjects [p.8] as
described in the table below. There are four policy subjects [p.8] in WSDL: the service policy subject, the
endpoint policy subject, the operation policy subject and the message policy subject[When a policy

[p.8] is attached tp a policy subject [p.8] in a WSDL document, capabilities and requirements
represented by the policy expression [p.8] apply to any message exchange or message associated with (or

described by) the policy subject [p.8] .

child

Table 5-1. Association of Policy Attachment Points with Policy Subjects

wsdl20:interface/wsdl20:operation/wsdI20:input

whose {direc-
tion} property
is ‘in’

Policy Attachment Point in a WSDL document WSDL PO“.Cy
Component Subject
wsdl20:service Service Service
wsdl20:endpoint Endpoint
wsdl20:binding Binding Endpoint
wsdl20:interface Interface
wsdI20:binding/wsdI20:0peration St'ir(‘fr']'”g Oper-
Operation
wsdl20:interface/wsdl20:operation Interfage
Operation
Binding
wsdl20:binding/wsdl20:0peration/ wsdl20:input Message
Reference
Message
Interface for an
Message input
Reference message
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Policy Attachment Point in a WSDL document WSDL Pol!cy
Component Subject
Binding
wsdl20:binding/wsdI20:operation/ wsdl20:output Message
Reference
Message
Interface for an
Message output
wsdl20:interface/wsdI20:operation/ wsdI20:output Reference message
whose {direc-
tion} property
is ‘out’
wsdl20:binding/wsdI20:fault Binding Fault
wsdl20:binding/wsdI20:operation/ wsdl20:infault Binding Fault
Reference
Message
wsdl20:interface/wsdI20:fault Interface Fault| for an
input fault
Interface Fault message
Reference
wsdl20:interface/wsdl20:operation/wsd|20:infault whose {direc-
tion} property
is ‘in’
wsdl20:binding/wsdI20:fault Binding Fault
wsdI20:binding/wsdI20:0peration/wsdi20:outfault g'“fd'”g Fault
eference Message
wsdl20:interface/wsdl20:fault Interface Fault for an
output
Interface Fault| fault
Reference message
wsdl20:interface/wsdl20:operation/wsdI20:outfault whose {direc-
tion} property
is ‘out’

For a WSDL component, the attached pdlicy [p.8] (extension to the WSDL component model is described
in[5.3 Extension to WSDL Component Mod@|p.28] ) is considered an intrinsic part of the WSDL
component definition and applies to all uses of that definition. For example, when attached to a WSDL
Interface component, capabilities and requirements represent¢d by h policy [p.8] apply to all the use of this
WSDL Interface description. When attached to a WSDL Binding component, capabilities and require-
ments represented by a policy [p.8] apply to all the Endpoints that support this binding description.

26



5.2 Attaching Policy Expressions

A [policy] [p.8] associated with a service policy subject applies to any message exchange (that is explicitly
described by the Interface component in the Service component’s {interface} property) using any of the
endpoints offered by that service.

[p.8] associated with an endpoint policy subject apply to any message exchange (that is explicitly
described by the Interface component in the Service component’s {interface} property of the Endpoint
component’s {parent} property) made using that endpoint. Given that a WSDL Interface component may
be used by one or more binding descriptions, it is RECOMMENDED that §nly a]policy [p.8] containing
[policy assertions [p.8] that apply to any possible binding description should be attached.

[p.8] associated with an operation policy subject apply to the message exchange described by that
operation. Given that a WSDL Interface Operation component may be used by one or more binding
descriptions, it is RECOMMENDED that only a policy [p.8] contairfing policy asséftions [p.8] that apply

to any possible binding description should be attached.

[p.8] associated with a message policy subject apply to that message (input, output or fault).
Given that a WSDL Interface Message Reference, Interface Fault, Interface Fault Reference components
may be used by one or more binding descriptions, it is RECOMMENDED thatfonly g policy [p.8] contain-
ing|policy assertions [p.8] that apply to any possible binding should be attached.

[p.8] MAY be attached at different levels of the WSDL component hierarchy. A message
exchange with an endpoint MAY be described by the pdlicies [p.8] in all four policy slibjects [p.8] simul-

taneously.

The common mechanism of associatifig a policy expréssion [p.8] vith a policy lsubject [p.8] is to attach a
reference to thle policy expresdion [p.8] to[the policy subject [p.8] . As described in the WS-Policy specifi-
cation [Web Services Policy Framewprk [p.42h reference to[a policy expresgion [p.8] is represented
using thewsp:PolicyReference element. A policy attachment to a WSDL element is represented by
attaching awvsp:PolicyReference element as a child element of the WSDL element.

[Policy expressions [p.8] can be included within a WSDL document or may reside external to a WSDL
document. If including policy expressions [p.8] with a WSDL document is the chosen approach, it is
RECOMMENDED that thevsp:Policy  elements are included as children ofwssll20:descrip-

tion element after thevsdl20:types  element and referenced using wep:PolicyReference

elements.

To mandate the processing ¢f a policy expregsion [p.8] attached to a policy attachment point in a WSDL
document, the expression MUST be marked as required usi@wisdl20:required  flag.

If thewsp:Policy  elements are included as children ofwsall20:description element, these
Policy elements MUST NOT be marked as required usin@tvsdI20:required . (Note: thesg policly
[expressiors [p.8] may be included as children ofitb@i20:description element and may not be

attached to any policy attachment point in a WSDL document.)
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5.3 Extension to WSDL Component Model
This document adds an optional {policy} property to the following WSDL components:

® Service

e Endpoint

e Binding

e Binding Operation

® Binding Fault

® Binding Message Reference

e Binding Fault Reference

® Interface

e |Interface Operation

® [nterface Fault

e |Interface Message Reference

® [nterface Fault Reference

The {policy} property, when present, represents the capabilities and requiremehts ag a policy [p.8] . The
value of the {policy} property is [a_polity [p.8] as defined by Section 3 - Policy Model in the WS-Policy
specification[fVeb Services Policy Framewprk [p.42]The following table describes the mapping from
XML representation to the {policy} property.

Table 5-2. Mapping from XML representation to the {policy} property

Component Value
A [policy] [p.8] corresponding to tie mefge [p.10Mafp:Policy  or wsp:Poli-
Service cyReference elements, if any, in thighildren] of thewsdI20:service
element.
A [policy] [p.8] corresponding to tfie mefge [p.10Mafp:Policy  or wsp:Poli-
Endpoint cyReference elements, if any, in thighildren] of thewsd|20:endpoint
element.
A [policy] [p.8] corresponding to tife mefge [p.100ep:Policy  or wsp:Poli-
Binding cyReference elements, if any, in thighildren] of thewsd|20:binding
element.
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Component Value
Bindin A [policy] [p.8] corresponding to tie mefge [p.100efp:Policy  or wsp:Poli-
o eragon cyReference elements, if any, in thighildren]  of the
P wsdl20:binding/wsdI20:operation element.
. A [policy] [p.8] corresponding to tifie mefge [p.100sp:Policy  or wsp:Poli-
Binding . . .
Fault cyReference elements, if any, in thighildren)] of the
wsdl20:binding/wsdI20:fault element.
. A [policy] [p.8] corresponding to tfie mefge [p.100sp:Policy  or wsp:Poli-
Binding ) . .
Message cyReference elements, if any, in thighildren] of the
Refere%ce wsdl20:binding/wsdIl20:operation/wsdI20:input or
wsdl20:binding/wsdI20:operation/wsdl20:output element.
- A [policy] [p.8] corresponding to te mefge [p.100sp:Policy  or wsp:Poli-
Binding . . .
Fault Refer- cyReference elements, if any, in thighildren)] of the
ence wsdl20:binding/wsdl20:operation/wsd|20:infault or
wsdl20:binding/wsdl20:0peration/wsdI20:outfault element.
A [policy] [p.8] corresponding to tfe mefge [p.100sp:Policy  or wsp:Poli-
Interface cyReference elements, if any, in thighildren] of thewsd|20:interface
element.
A [policy] [p.8] corresponding to te mefge [p.100sp:Policy  or wsp:Poli-
Interface . . . -
: cyReference elements, if any, in thighildren] of thewsdI20:inter-
Operation i . .
face/wsdl|20:operation element, if any.
A [policy [p.8] corresponding to tfie mefge [p.10Mafp:Policy  or wsp:Poli-
Interface . . . .
cyReference elements, if any, in thighildren] of thewsdI20:inter-
Fault i
face/wsdI20:fault element.
A [policy [p.8] corresponding to tfie me}ge [p.10Mafp:Policy  or wsp:Poli-
Interface . . . -
cyReference elements, if any, in thighildren] of thewsd|20:inter-
Message i . : P
Reference face/wsdl20.operat!onlwsdI20.mput or wsdl20:inter-
face/wsdI20:operation/wsdl20:output element.
A [policy] [p.8] corresponding to tfie mefge [p.10Mafp:Policy  or wsp:Poli-
Interface . . . .
Fault Refer- cyReference elements, if any, in thighildren] of thewsdI20:inter-
ence face/wsdI20:operation/wsdI20:infault orwsdl20:inter-
face/wsdI20:operation/wsdl20:outfault element.

Two {policy} properties are equivalent when they represent policies that contain the same number of

[policy alternativds [p.8] , and edch policy alternative [p.8] in the first policy is equivalent t¢ somd policy

alternativé [p.8] in the second policy, and conversely.
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Twolpolicy alternativds [p.8] are equivalent when dach policy asdertion [p.8] in tiie first policy alternative
[p.8] is equivalent to sonje policy assertion [p.8] in the selcond policy altetnative [p.8] , and conversely. If
either policy alternatiye [p.8] contains multiple policy assertions [p.8] of the samg type, policy alternative
[p.8] equality is dependent on the semantics of that assertion type.

Two|policy assertions [p.8] are equivalent if they have the same QName, if either policy assertion is an
[[gnorable policy assertipn [p.8] , both assertions mujst be ignorable policy askertions [p.8] and, if either

[p.8] has a nested policy, both assertions must have a nested policy and the nested policies
must be equal. If either assertion contains policy assertion parameters, then the policy assertion parameters
SHOULD be compared for equality. Comparing policy assertion parameters for equality is not defined by
this document, biit policy assertion [p.8] equality may be further refined by the correspondingy policy

[p.8] specification.

5.4 Effective Policy

The following diagram illustrates the fdur policy subjkcts [p.8] in WSDL and hofv the effective] policy
[p.10] is calculated for each of thg¢se policy subjects [p.8] .
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5.4 Effective Policy

Figure 5-1. Policy Subjects and Effective Policy in WSDL 2.0

If multiple[policie$ [p.8] are attached to WSDL components that collectively reprdsent a policy] subject

[p.8] then thé effective polity [p.10] of thdse polities [p.8] applies. (For example, th¢re is h policy [p.8]
attached to an Endpoint component that describes the component and there i$ a policy [p.8] attached to the

Binding component in the Endpoint component’s {binding} property.)| The effective policy [p.10] is the
[p.10] of thE policis [p.8] that are attached to the [same policy bubject [p.8] . The rest of this section
describes how t cy [p.10] is calculated for each of[these policy Jubjects [p.8] .

5.4.1 Service Policy Subject

Theleffective policly [p.10] of a service policy subject i the pplicy [p.8] in the {policy} property of a
Service component that describes the service.

5.4.2 Endpoint Policy Subject

The[effective polidy [p.10] of an endpoint policy subject if the nherge [p.{0] of pblicies [p.8] in the
{policy} properties of:

® An Endpoint component that describes the endpoint,
e The Binding component in the Endpoint component’s {binding} property,

® The Interface component in the Service component's {interface} property of the Endpoint compo-
nent's {parent} property and

® The Interface components in the {extended interfaces} property of the Interface component in the
Service component’s {interface} property of the Endpoint component’s {parent} property.

5.4.3 Operation Policy Subject

If the Binding component has an Interface component in the {interface} property, then the effectiye policy

[p.10] of an operation policy subject MAY be calculated by mefging [p.1¢] the pblicies [p.8] in the
{policy} properties of:

® The Interface Operation component that describes the operation and

® The Binding Operation component (if any) whose {interface operation} property has the Interface
Operation component.

If the Binding component does not have an Interface component in the {interface} property, then the
[p.10] of an operation policy subject MUST be calculated in relation to a specific
endpoint, and is tHe policy [p.8] in the {policy} property of the Interface Operation component that
describes the operation.
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5.4.4 Message Policy Subject (input message)

If the Binding component has an Interface component in the {interface} property, then the effectiye policy

[p.10] of an input message MAY be calculated by metging [p.1(] the pblicies [p.8] in the {policy} proper-
ties of:

® The Interface Message Reference component that describes the input message and

® The Binding Message Reference component whose {interface message reference} property has the
Interface Message Reference component.

If the Binding component does not have an Interface component in the {interface} property, then the
[p.10] of an input message MUST be calculated in relation to a specific endpoint, and is
the[policy [p.8] in the {policy} property of the Interface Message Reference component that describes the
input message.

5.4.5 Message Policy Subject (output message)

If the Binding component has an Interface component in the {interface} property, then the effectiye policy

[p.10] of an output message MAY be calculatefl by mefging [p.1¢] the pplicies [p.8] in the {policy} prop-
erties of:

® The Interface Message Reference component that describes the output message and

® The Binding Message Reference component whose {interface message reference} property has the
Interface Message Reference component.

If the Binding component does not have an Interface component in the {interface} property, then the
effective policy of an output message MUST be calculated in relation to a specific endpoint, and is the
[p.8] in the {policy} property of the Interface Message Reference component that describes the
output message.

5.4.6 Message Policy Subject (input fault message)

If the Binding component has an Interface component in the {interface} property, then the effectiye policy

[p.10] of an input fault message MAY be calculatedd by mefging [p.1¢] the pplicies [p.8] in the {policy}
properties of:

® The Interface Fault Reference component that describes the input fault message,

® The Interface Fault component in the Interface Fault Reference component’s {interface fault} prop-
erty,

e The Binding Fault Reference component whose {interface fault reference} property has the Interface
Fault Reference component and
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e The Binding Fault component whose {interface fault} property has the Interface Fault component in
the Interface Fault Reference component’s {interface fault} property.

If the Binding component does not have an Interface component in the {interface} property, then the
effective policy [p.10] of an input fault message MUST be calculated in relation to a specific endpoint,
and is th¢ merde [p.10] pf policjes [p.8] in the {policy} properties of:

® The Interface Fault Reference component that describes the input fault message and

® The Interface Fault component in the Interface Fault Reference component’s {interface fault} prop-
erty.

5.4.7 Message Policy Subject (output fault message)

If the Binding component has an Interface component in the {interface} property, tfien the effectije policy
[p.10] of an output fault message MAY be calculatefl by méerging [p.1p] the golicies [p.8] in the {policy}
properties of:

® The Interface Fault Reference component that describes the output fault message,

® The Interface Fault component in the Interface Fault Reference component’s {interface fault} prop-
erty,

® The Binding Fault Reference component whose {interface fault reference} property has the Interface
Fault Reference component and

e The Binding Fault component whose {interface fault} property has the Interface Fault component in
the Interface Fault Reference component’s {interface fault} property for the endpoint.

If the Binding component does not have an Interface component in the {interface} property, then the
[effective policy [p.10] of an output fault message MUST be calculated in relation to a specific endpoint,

and is th¢ merde [p.10] pf policies [p.8] in the {policy} properties of:

e The Interface Fault Reference component that describes the output fault message and

® The Interface Fault component in the Interface Fault Reference component’s {interface fault} prop-
erty.

6. Attaching Policies Using UDDI

This section defines a mechanism for associating policie$ with policy slibjects [p.8] through the use of
UDDI. It defines a minimum level of support for associating policy expregsions [p.8] with entities in a
UDDI registry. The calculation §f effective pollcy [p.10] for UDDI entities is described in Ségtidn
[Calculating Effective Policy and Element Policy in UDD|I[p.35] . While the general concept for associ-
ating[policy expressiohs [p.8] with UDDI entities, which is specified in Sed6chReferencing Remoie
[Policy Expressionf{p.36] and6.3 Registering Reusable Policy Expressidifis.38] , is based on UDDI
Version 2[UDDI API 2.9 [p.42],[UDDI Data Structure 2)0 [p.42], the necessary changes with respect
to UDDI Version 3[JDDI 3.0 [p.42]] are explained in Secti{®4 Registering Policies in UDDO)I
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[p.40] .

There are essentially two approaches for registering policies in UDDI. One approach is to directly refer-
ence remotely accessilple policy expresgions [p.8] in UDDI entities, the other is to expres-
[p.8] as distinct tModels and then reference these tModels in each UDDI entity that is using the
[policy expressidn [p.8] . While the former approach (see Sd6tibReferencing Remote Policy Exprejs-
[siong[p.36] ) is expected to be used [for policy expreskions [p.8] that are mainly unique for a given Web
service, the latter approach (see Sedfi@Registering Reusable Policy Expressidiiis.38] ) is

expected to be used for more modular and reugable policy exprgssions [p.8] .

6.1 Calculating Effective Policy and Element Policy in UDDI

When attaching [a_polity [p.8] to a UDDI entitf a policy s¢ope [p.8] is implied for that attachment. The
[p.8] only contains the policy subjects [p.8] associated with that entity, and not those associ-
ated with the children of that entity. This policy [p.8] is the entfty’s element policy [p.11] .

EacH policy assertipn [p.8] contained within a UDDI entity’s element golicy [p.11] should have the correct

semantic such that the policy subject for that assertion is that UDDI entity. For example, assertions that
describe behaviours regarding a service provider should only be contained within policies attached to a
businessEntity structure.

For UDDI tModels that represent Web service typed, the element]policy [p.11] is considered an intrinsic
part of the tModel and applies to all uses of that tModel. In particular, it MUET be iherged [p.10] into the
[p.10] of every bindingTemplate that references that tModel.

Policies that apply to deployed Web services (bindingTemplates) are only considerdd in the Effective
[p.10] of that deployed resource itself.

Each of these entities MAY have [an element pblicy [p.11] per S¢tiBalicy Attachmen}[p.10] . The
remainder of this section defines how fhat element gdolicy [p.11] is interpreted to calclate the gffective
[p.10] .

6.1.1 Service Provider Policy Subject

The following UDDI element is considered as the service provider policy subject:

e uddi:businessEntity

This element MAY have element poljcy [p.11] as per Se@idpolicy Attachmen}[p.10] , and if present
MUST bd mergdd [p.10] into tie effective policy [p.10] of the UDDI businessEntity Subject.

Policy attached to the service provider policy subject applies to behaviors or aspects of the service
provider as a whole, irrespective of interactions over any particular service. This includes — but is not
limited to — acting as a service consumer or a service provider in general.
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6.1.2 Service Policy Subject
The following UDDI element is considered as the service policy subject:

® uddi:businessService

This element MAY havg element policy [p.11] as per Se@idrolicy Attachmen}[p.10] , and if present
MUST be[mergdd [p.10] into tihe effective policy [p.10] of the UDDI businessService Subject.

Policy attached to the service policy subject applies to behaviors or aspects of the service as a whole, irre-
spective of interactions over any particular endpoint. This includes — but is not limited to — acting as a
consumer or a provider of the service.

6.1.3 Endpoint Policy Subject

The following UDDI elements collectively describe an endpoint:
® uddi:bindingTemplate
e uddi:tModel

These elements MAY haje element pdlicy [p.11] as per Sd&tiBolicy Attachmen}[p.10] . The policy
[p.8] implied by each of these elements contains the endpoint policy subject representing the
deployed endpoint.

An endpoint policy subject applies to behaviours associated with an entire endpoint of the service, irre-
spective of any message exchange made. This includes — but is not limited to — aspects of communicat-
ing with or instantiating the endpoint.

The[effective polidy [p.10] for a UDDI endpoint includes[the element golicy [p.11] afdtiebind-
ingTemplate  element that defines the endpdint mefged [p.10] with the element] policy [p.11] of those

uddi:tModel elements that are referenced in contaimgdi:tModellnstancelnfo elements.

6.2 Referencing Remote Policy Expressions

UDDI tModels provide a generic mechanism for associating arbitrary metadata with services and other
entities in a UDDI registry. To properly integrate Web Services Policy into the UDDI model, Web
Services Policy 1.5 - Attachment pre-defines one tModel that is used to associate a remotely accessible
[p.8] with an entity in a UDDI registry.

This new tModel is called the remote policy reference category system and is defined in ABp@ndix
[Remote Policy Reference Category Systefp.45] .

UDDI registries MUST use the (UDDI VRIDDI Data Structure 2]0 [p.42]) tModelKey
uuid:2ea5f9d3-9b84-39f9-b334-e9d5f535b4cl to uniquely identify this tModel so that
UDDI registry users can expect the same behavior across different UDDI registries.
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The tModel’s valid values are those IRIs that identify extgrnal policy expressions [p.8] ; that is, when
referencing this category system inategoryBag , the correspondingeyValue of thekeyedRef-
erence is the IRI of thg policy expression [p.8] .

Using the remote policy reference category system, one can then asgociate a policy gxpression [p.8] with a

businessEntity , abusinessService , and a tModel using the entitytaitegoryBag . For
example, associating the policy expression [p.8] that is identified by the IRI
http://www.example.com/myservice/policy with abusinessService is done as
follows:

(01) <businessService serviceKey=" L

(02) <name> ...</name>

(03) <description> ...</description>

(04) <bindingTemplates> ...</bindingTemplates>

(05) <categoryBag>

(06) <keyedReference

(07) keyName="Policy Expression for example’s Web services"
(08) keyValue="http://www.example.com/myservice/policy"

(09) tModelKey="uuid:2ea5f9d3-9b84-39f9-b334-e9d5f535b4c1" />
(10) </categoryBag>

(11) </businessService>

ThetModelKey of thekeyedReference MUST match the fixedModelKey from the remote
policy reference category system. HegValue MUST be the IRI that identifies the policy expresgion

[p.8] .

A different approach has to be taken to associate a policy expfession [p.8pwithngTemplate
since bindingTemplates do not contaicadéegoryBag in UDDI Version 2. Therefore, tHand-
ingTemplate s tModellnstancelnfo andinstanceParms  MUST be used as follows:

(01) <bindingTemplate bindingKey=" L

(02) <accessPoint> ...<laccessPoint>

(03) <tModellnstanceDetails>

(04) <tModellnstancelnfo

(05) tModelKey="uuid:2ea5f9d3-9b84-39f9-b334-e9d5f535b4c1" >
(06) <instanceDetails>

07) <instanceParms>
(08) http://www.example.com/myservice/policy
(09) </instanceParms>

(10) </instanceDetails>
(11) </tModelinstancelnfo>
(12) </tModellnstanceDetails>
(13) </bindingTemplate>

ThetModelKey of thetModellnstancelnfo MUST match the fixedModelKey from the remote
policy reference category system as defined aboveinBtenceParms  MUST be the IRI that identi-
fies thg policy expressipn [p.8] .
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In addition to using the approach outlined in the section above, publishers may register d specific policy
[p.8] in a UDDI registry as a distinct tModel. To properly categorize tModlels as policy] expres-
[p.8] , Web Services Policy 1.5 - Attachment pre-defines the Web Services Policy Types category
system as a tModel. This tModel is defined in AppefBI& Web Services Policy Types Categoly

[Systenh[p.46] .

The following illustrates a tModel for tie policy expreskion [p.8] identified by the IRI
http://www.example.com/myservice/policy

(01) <tModel tModelKey="uuid:04cfa L

(02) <name> ...</name>

(03) <description xml:lang="EN">

(04) Policy Expression for example’s Web services

(05) </description>

(06) <overviewDoc>

(07) <description xml:lang="EN">Web Services Policy Expression</description>
(08) <overviewURL>http://www.example.com/myservice/policy</overviewURL>
(09) </overviewDoc>

(10) <categoryBag>

(11) <keyedReference

(12) keyName="Reusable policy Expression"

(13) keyValue="policy"

(14) tModelKey="uuid:90eda65e-ffd7-33df-965f-98ebb1c2a941" />

(15) <keyedReference

(16) keyName="Policy Expression for example’s Web services"

a7) keyValue="http://www.example.com/myservice/policy"

(18) tModelKey="uuid:2ea5f9d3-9b84-39f9-b334-e9d5f535b4c1" />

(19) </categoryBag>

(20) </tModel>

The firstkeyedReference  specifies that the tModel represents a policy exprgssion [p.8] — rather than
only being associated with one — by using the Web Services Policy Types category system’s built-in
category'policy" , which is its single valid value. This is necessary in order to enable UDDI inquiries
for[policy expressions [p.8] in general. The seckeykdReference  designates the policy expression
[p.8] the tModel represents by using the approach from the section above. This is necessary in order to
enable UDDI inquiries for particular policy express|ons [p.8] based on their IRI.

Note that th¢ policy expression [p.8] IRl is also specified in the tModel’'s overview URL to indicate that it
is a resolvable URL to actually retrieve the policy expregsion [p.8] .

Web Services Policy 1.5 - Attachment pre-defines another tModel that is used to associate such a
pre-registered, locally availahle policy expresdions [p.8] with an entity in a UDDI registry

This new tModel is called the local policy reference category system and is defined in Aféndix
[Local Policy Reference Category Systeip.47] .

UDDI registries MUST use thiModelKey
uuid:5da4fc61-a302-35ad-91d3-775150429035 to uniquely identify this tModel so that
UDDI registry users can expect the same behavior across different UDDI registries.
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The local policy reference category system is based on tModelKeys. The valid values of this category
system are those tModelKeys identifying tModels that

® exist in the same UDDI registry
® and are categorized gsolicy" using the Web Services Policy Types category system.

That is, when referencing this category system in a category bag, the correspegtfialge of the
keyedReference is thetModelKey of the tModel that represents the policy expression [p.8] .

Given the local policy reference category system, one can then assgciate a policy ekpression [p.8] tModel

with abusinessEntity , abusinessService , and a tModel using the entityésitegoryBag
For example, associating the policy expregsion [p.8] tModel wittMbdelKey "uuid:04cfa  ..."
from above with dusinessService is done as follows:

(01) <businessService serviceKey=" D>

(02) <name> ...</name>

(03) <description> ...<ldescription>

(04) <bindingTemplates> ...</bindingTemplates>

(05) <categoryBag>

(06) <keyedReference

07) keyName="Policy Expression for example’s Web services"

(08) keyValue="uuid:04cfa

(09) tModelKey="uuid:5da4fc61-a302-35ad-91d3-775150429035" />
(10) </categoryBag>

(11) </businessService>

ThetModelKey of thekeyedReference MUST match the fixedModelKey from the local policy
reference category system. The keyValue MUST béMioelelKey of the policy expression [p.8] that is
registered with the UDDI registry.

A different approach has to be taken to associate a policy expfession [p.8pwitingTemplate
since bindingTemplates do not contaicagegoryBag in UDDI Version 2. Therefore, thgind-
ingTemplate ’s tModellnstancelnfo andinstanceParms  MUST be used as follows:

(01) <bindingTemplate bindingKey=" L

(02) <accessPoint> ...<laccessPoint>

(03) <tModellnstanceDetails>

(04) <tModellnstancelnfo

(05) tModelKey="uuid:5da4fc61-a302-35ad-91d3-775150429035" >
(06) <instanceDetails>

(07) <instanceParms>uuid:04cfa ...<linstanceParms>
(08) </instanceDetails>

(09) </tModellnstancelnfo>

(10) </tModellnstanceDetails>

(11) </bindingTemplate>

The tModelKey of theModellnstancelnfo MUST match the fixedModelKey from the local
policy reference category system. ThstanceParms  MUST be theéModelKey of thel policy]
[p.8] that is registered with the UDDI registry.
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UDDI Version 3 [p.42]] provides a number of enhancements in the areas of modeling and
entity keying. Special considerations for UDDI multi-version support are outlined in chapte {(DmI|[
[p.42]]. The changes with respect to the previous sections are as follows.

First, the tModelKeys of the pre-defined tModels are migrated to domain-based keys. The migration is
unique since the Version 2 keys introduced in this specification are already programmatically derived
from the Version 3 keys given below.

ThetModelKey for the remote policy reference tModel changes from
"uuid:2ea5f9d3-9b84-39f9-b334-e9d5f535b4c1" to
"uddi:w3.org:ws-policy:v1l.5:attachment.:remotepolicyreference”

ThetModelKey for the Web Services Policy Types tModel changes from
"uuid:90edab5e-ffd7-33df-965f-98ebb1c2a941" to
"uddi:w3.org:ws-policy:vl.5:attachment:policytypes”

ThetModelKey for the local policy reference tModel changes from
"uuid:5da4fc61-a302-35ad-91d3-775150429035" to
"uddi:w3.org:ws-policy:vl1.5:attachment:localpolicyreference"

Second, rather than putting policy expregsion [p.8] referencesimimgTemplate s tModelln-
stancelnfo , they are added to thendingTemplate  's categoryBag , analogous to the mecha-
nism described for other UDDI entities. For example, the exabipigngTemplate from sectiof6.1]
[Calculating Effective Policy and Element Policy in UDD|[p.35] would be changed as follows:

(01) <bindingTemplate bindingKey=" L
(02) <accessPoint> ...<laccessPoint>
(03) <tModellnstanceDetails> ...</tModellnstanceDetails>

(04) <categoryBag>

(05) <keyedReference

(06) keyName="Policy Expression for example’s Web services"

(07) keyValue="http://www.example.com/myservice/policy"

(08) tModelKey="uddi:w3.org:ws-policy:v1.5:attachment:remotepolicyreference"
09 />

(10) </categoryBag>

(11) </bindingTemplate>

Third, inquiries for reusable policy expresgion [p.8] tModels described in SecldRegistering

[Reusable Policy Expressioffp.38] and UDDI tModel entities that are associated with remote golicy

[p.8] is enhanced by the wildcard mechanism for keyValues in keyedReferences. For example,
searching for a|l policy express|on [p.8] tModels whose IRI startshigh//www.example.com/ :

the followingfind_tModel  API call can be used:

(01) <find_tModel
xmlns="urn:uddi-org:api_v3" >
(02) <categoryBag>
(03) <keyedReference
(04) keyValue="http://www.example.com/"
(05) tModelKey="uddi:w3.org:ws-policy:v1.5:attachment:remotepolicyreference"
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o6) />

(07) </categoryBag>

(08) <findQualifiers>

(09) <findQualifier>approximateMatch</findQualifier>
(10) </findQualifiers>

(11) </find_tModel>

Fourth, all UDDI entities may be digitally signed using XML digital signatx@8L-Signaturg [p.45].
Publishers who want to digitally sign their policy expregsion [p.8] tModgls or policy expiession [p.8]
references in UDDI MUST use the Schema-centric canonicalization algo&@G@14IN [p.44].

7. Security Considerations

It is RECOMMENDED that policy attachmehts [p.8] be integrity protected to permit the detection of
tampering. This can be done using a technology such as XML [p.45], SSL/TLS

IETF REC 224p [p.44], or WS-Security 2004WS-Security 2004 [p.43] This also provides a mecha-
nism for authenticating policy attachmeénts [p.8] by determining if the signer has the right to "speak for"
the scope of the policy attachment [p.8] .

Policies SHOULD NOT be accepted unless they are signed and have an associated security token to
specify the signer has the right to "speak for" the scope containipg thg policy [p.8] .

A more complete discussion of security considerations can be found in the Security Considerations section
of the Web Services Policy 1.5 - Framework docunjéfgly Services Policy Framewprk [p.42]

8. Conformance

8.1 External Policy Attachment Conformance

An element information item whose namespace name is "http://www.w3.org/ns/ws-policy" and whose
local part is PolicyAttachment conforms to this specification if it is valid according to the XML Schema
[XML Schema Structures [p.4Bjor that element as defined by this specification
(nttp://www.w3.0rg/2007/02/ws-policy.Xsd) and additionally adheres to all the constraints contained in
Sectior]3.4 External Policy Attachment[p.12] of this specification. Such a conformant element informa-
tion item constitutes an external policy attachment.

8.2 WSDL 1.1 Attachment Conformance

A WSDL 1.1 WSDL 1.1 [p.43] description conforms to this specification when it incorporates one or
more element policies and additionally adheres to all the constraints contained inde&tianhing
[Policies Using WSDL 1.[[p.15]
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8.3 WSDL 2.0 Attachment Conformance

A WSDL 2.0 WSDL 2.0 Core Language [p.4Bflescription conforms to this specification when it incor-
porates one or more element policies and additionally adheres to all the constraints contained [ section
[WS-Policy Attachment for WSDL 2.Q[p.22]
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Society & World Wide Web Consortium, 12 February 2002. This version of the XML-Signature
Syntax and Processing Recommendation is
http://www.w3.0rg/TR/2002/REC-xmldsig-core-20020212/. [The latest version of XML-Sighature
[Syntax and Processing is available at http://www.w3.org/TR/xmldsig-core/.
[XOP]
[XML-binary Optimized Packagihé1. Gudgin, N. Mendelsohn, M. Nottingham and H. Ruellan,
Editors. World Wide Web Consortium, 25 January 2005. This version of the XML-binary Optimized
Packaging Recommendation is http://www.w3.0rg/TR/2005/REC-x0p10-20050125/. THe latest
[version of XML-binary Optimized Packaging is available at http://www.w3.0org/TR/xop10/.
[XPointer Framework]
[XPointer Frameworfaul Grosso, Eve Maler, Jonathan Marsh, Norman Walsh, Editors. World Wide
Web Consortium, 22 November 2002. This version of the XPointer Framework Proposed Recom-
mendation is http://www.w3.0rg/TR/2003/REC-xptr-framework-20030325/ The latest version of
[XPointer Framewolk is available at http://www.w3.0org/TR/xptr-framework/.

B. UDDI tModel Definitions

This section contains the UDDI tModel definitions for the canonical tModels used in $&cfitaching|
[Policies Using UDDJ[p.34] . The tModelKeys shown in the tModel structure sections are valid UDDI
Version 3 keys. When using UDDI Version 2, the corresponding derived UDDI Version 2 keys must be
used.

B.1 Remote Policy Reference Category System

B.1.1 Design Goals

This tModel is used to attaclj a policy [p.8] to a UDDI entity by referencing the policy’s IRI.

B.1.2 tModel Definition
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B.2 Web Services Policy Types Category System

Name: |http://www.w3.org/ns/ws-policy/remotepolicyreferehce

Category system used for UDDI entities to point to an external Web services poli¢y
Description: | attachment policy that describes their characteristics. See Web Services Policy 1|5 -
Attachment specification for further details.

UD(\D/ET e uddi:w3.org:ws-policy:v1.5:attachment.:remotepolicyreference
UDDIVLV2 1, id:2ea59d3-9b84-39f9-b334-e9d5f535b4c1
format key:

Categorization: | categorization

Checked: No

B.1.3 tModel Structure

(01) <tModel tModelKey="uuid:2ea5f9d3-9b84-39f9-b334-e9d5f535b4c1" >

(02) <name>http://www.w3.org/ns/ws-policy/remotepolicyreference</name>

(03) <description xml:lang="EN">Category system used for UDDI entities to point to an external
(04) Web Services Policy Attachment policy expression that describes their characteristics.
(05) See Web Services Policy 1.5 - Attachment specification for further details.</description>
(06) <categoryBag>

(07) <keyedReference

(08) keyName="uddi-org:types:categorization"

(09) keyValue="categorization"

(10) tModelKey="uuid:clacf26d-9672-4404-9d70-39b756e62ab4" />

(11) </categoryBag>

(12) </tModel>

B.2 Web Services Policy Types Category System
B.2.1 Design Goals

This tModel is used to categorize tModels as represgnting policy expressions [p.8] . There is only one
valid value, namelypolicy" , that indicates this very fact. It is RECOMMENDED that tModels catego-
rized as representifig policy expressjons [p.8] reference no more and no less than|[this very polity expres-
[p.8] using the remote policy reference category system.

B.2.2 tModel Definition

46


http://www.w3.org/ns/ws-policy/remotepolicyreference

B.3 Local Policy Reference Category System

Name:

|http:/fiwww.w3.org/ns/ws-policy/policytypes

Description:

Web services policy types category system used for UDDI tModels to charactgrize
them as Web services policy—baged policy expregsions [p.8] .

UDDI Key (V3):

uddi:w3.org:ws-policy:v1l.5:attachment:policytypes

uDDI V1,v2
format key:

uuid:90edab5e-ffd7-33df-965f-98ebb1c2a941

Categorization:

categorization

Checked:

No

B.2.3 tModel Structure

(01) <tModel tModelKey="uuid:90eda65e-ffd7-33df-965f-98ebb1c2a941" >

(02) <name>http://www.w3.org/ns/ws-policy/policytypes</name>

(03) <description xml:lang="EN">Web Services Policy Types category system used for UDDI tModels
(04) to characterize them as Web Services Policy — based policy expressions.</description>

(05) <categoryBag>

(06) <keyedReference

(07) keyName="uddi-org:types:categorization"
(08) keyValue="categorization"
(09) tModelKey="uuid:clacf26d-9672-4404-9d70-39b756e62ab4" />

(10) </categoryBag>
(11) </tModel>

B.3 Local Policy Reference Category System

B.3.1 Design Goals

This tModel is used to attach a policy expregsion [p.8] to a UDDI entity by referencing the UDDI entity
that represents tHis policy expression [p.8] . The local policy reference category system is based on tMod-
elKeys. It is expected that referenced tModels are registered with the same UDDI registry and are catego-
rized as representing policy expressjons [p.8] using the Web services policy types category system.

B.3.2 tModel Definition
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C. Acknowledgements (Non-Normative)

Name: [http://www.w3.org/ns/ws-policy/localpolicyreference

Category system used for UDDI entities to point to a Web services policy policy
Description: [p.8] tModel that describes their characteristics. See Web Services Rolicy
1.5 - Attachment specification for further details.

UD(\D/I?’;(.ey uddi:w3.org:ws-policy:vl.5:attachment:localpolicyreference
UDDIVLVZ 1 jig:5da4fc61-a302-35ad-91d3-775150429035
format key:

Categorization: | categorization

Checked: Yes

B.3.3 tModel Structure

(01) <tModel tModelKey="uuid:5da4fc61-a302-35ad-91d3-775150429035" >

(02) <name>http://www.w3.org/ns/ws-policy/localpolicyreference</name>

(03) <description xml:lang="en">Category system used for UDDI entities to point to a
(04) Web Services Policy policy expression tModel that describes their characteristics.
(05) See Web Services Policy 1.5 - Attachment specification for further details.</description>
(06) <categoryBag>

(07) <keyedReference

(08) keyName="uddi-org:types:categorization"

(09) keyValue="categorization"

(20) tModelKey="uuid:clacf26d-9672-4404-9d70-39b756e62aB4" />

(1) <keyedReference

(12) keyName="uddi-org:types:checked"

(23) keyValue="checked"

(14) tModelKey="uuid:clacf26d-9672-4404-9d70-39b756e62aB4" />

(15) <keyedReference

(26) keyName="uddi-org:entityKeyValues"

a7) keyValue="tModelKey"

(18) tModelKey="uuid:916b87bf-0756-3919-8eae-97dfa325e5a4" />

(19) </categoryBag>

(20) </tModel>
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D. Changes in this Version of the Document (Non-Normative)
A list of major editorial changes since the Working Draft dated 28 February, 2007 is below:

® Aligned the UDDI names and keys with the XML namespace name of the Web Services Policy
language.

E. Web Services Policy 1.5 - Attachment Change Log
(Non-Normative)

Date Author Description

20060712 | ASV | Updated the list of editors. Completed action fteins 20 from the Austin F2F

20060712 | DBO | Completed action it¢m] 12

Completed action items Editors to remove extraneous namespace decl in the
example at the end of section B.4 18, RFC2606 for domain faies 09 (note{ PLH
had already done but it didn’t show up in the change log) editors to straighten up
Note after example 3{1]11

20060718 | DBO

20060719 | TIB Completed action itgm 22: Linked SVG grgphic

20060721 | ASV | Completed action itefng R3], 25[arjd 26 from the Austin F2F.

20060721 | ASV | Completed action it¢m] 29 from the Austin F2F.

20060726 | ASV Incorporated the XML namespace URI versioning policy adopted by the W[G.

Completed action itemp: L5 as early as possible in the doc, use the definition that
20060808 | DBO | are defined in the doc. Isdue 3p45, use of {any} and {@any} in xpath-like exjpres-
sions not defined in Notational Conventions section

20060808 | ASV | Implemented the resolution for isue B543.
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http://www.w3.org/2006/07/13-ws-policy-minutes.html#action22
http://www.w3.org/2006/07/13-ws-policy-minutes.html#action23
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http://www.w3.org/2006/07/13-ws-policy-minutes.html#action29
http://lists.w3.org/Archives/Public/public-ws-policy/2006Jul/0107.html
http://www.w3.org/2006/07/12-ws-policy-minutes.html#action15
http://www.w3.org/Bugs/Public/show_bug.cgi?id=3545
http://www.w3.org/2006/08/02-ws-policy-minutes.html#action08
http://www.w3.org/Bugs/Public/show_bug.cgi?id=3543
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20060809 | DBO | Implemented the resolulion for ifsue B546: wsdl 2.0 status mention.
20060809 | ASV | Implemented the resolution for ifsue B556 arjd the resplution fdr isse 3558.
Completed action itemp: L5 remove use if emph/ital terms. Framework: rem
20060811 | DBO . .
emph on conceptually replace and support; attachment: make merge a tern
Added a new Sectidd. Changes in this Version of the Documelip.49] (that
20060813 | ASV : . - - - g
provides a list of substantive chanages since the previous publication).
20060825 | PY Implemented the resolulion for ifsue B544.
20060827 | TIB Completed action iten: resolufion for adding Conformance section.
20060827 | TIB Implemented the resoluion for igsue B605: typo in example.
20060829 | ASV | Implemented the resolution for ifsue B561: replaced URI with IRI.
Completed partial resolution for isjue 3590. for adding document attribute e
200609006 DBO | bility of wsp:Policy/@{any} and wsp:Policy/.../wsp:PolicyReference/@{any},
specifically making attribute extensibility for any namespace.
20060906 | ASV | Implemented the resolution for isue B557: clarify the use of domain expre
20060924 | Tig | 'Mplemented th resolutipn for isque 3709: Editorial corrections from UDDI
team.
Created6. WS-Policy Attachment for WSDL 2.0[p.22] per action iterh]2 from
20060925 | ASV |the Bellevue F2F. This section is based pn a contrijution from BEA, IBM,
Microsoft and Oracle.
Implemented thg http://www.w3.0rg/2005/06/tracker/wspolicy/actions/64 for
20061002 | DBO issud 3550: Conformance Section.
20061002 | DBO | 'MPlemented the resolutibn for is§ue 3712:wsp:PolicyReference can be use
any place where you can use wsp:Policy
Implemented the resolutibn for isfue summary of Action 10 fronh F2F replag
20061008 | MH e — —
subject" instances with "policy subject
20061012 | PY Updated "Changes in this Version" section (Appendix D)
20061019 | PY Completed action item] 57 PaulC’s comments.
20061027 | ES Changed the SVG link and re-formatted the examplgs WDDI tModel Defi-]
[p.45] (these changes were necessary for PDF creation).
20061030 | DBO | Implemented the resolution titled "Hyperlink terms such as policy expressi¢n..."
20061031 | TIB Completed action iterp: 58 to add a pointer to the Security Considerations s
of the framwork document. This is a follow-up to closed ifsu¢ 110
20061102 | ASV | Implemented the resolution for Editors’ Acfioh 12.
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http://www.w3.org/Bugs/Public/show_bug.cgi?id=3709
http://www.w3.org/2005/06/tracker/wspolicyeds/actions/37
http://lists.w3.org/Archives/Public/public-ws-policy/2006Sep/0037.html
http://www.w3.org/2005/06/tracker/wspolicy/actions/64
http://www.w3.org/Bugs/Public/show_bug.cgi?id=3559
http://www.w3.org/2005/06/tracker/wspolicyeds/actions/48
http://www.w3.org/Bugs/Public/show_bug.cgi?id=3712
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http://lists.w3.org/Archives/Public/public-ws-policy/2006Nov/0001.html
http://www.w3.org/2005/06/tracker/wspolicyeds/actions/12
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20061102 | ASV Reset Sectifih Changes in this Version of the Documefip.49] .

20061109 | PY Implemented the resolution for Issue 3894. Editors’ Actjon 71.

20061109 | TIB Implemented Editors’ Actipn]74.

20061109 | ASV | Implemented the resolution for isgues]372f and 3789.

20061109 | ASV | Implemented the resolution for is§ues]3599 and 3730.

20061109 | ASV Updated Sectifin Changes in this Version of the Documelip.49] .

20061127 | ASV Addefl Frederick ahd Uit to the list of editors. Editors’ gction 86.

20061218 | FJH Implemented the resolution for i§sue]4039 to close editors{agtion 99.

20070108 | ASV I,%Wnt (re idsue #039) to s¢@fodse of IRIS i

20070108 | ASV Reset Sectifin Changes in this Version of the Documelip.49] .

20070116 | DBO | Completed action itgm: 116 124 Resolution forissule 4211

20070117 | Ejy | Applied the resolution for issues 4045 and 4127 firecond part$ as
outlined in working group resolutibn. This closes editors acfionls 130 ahd 11L.

20070121 | MH Completed action itefn: 129 Resolution for igsue]4207

20070122 | ASV | Implemented the resolution for igsue #230. Editors’ gctign 135.

20070122 | UY Implemented the resolution for igsue #209. Editors’ dctign 131.

20070122 | UY Implemented the resolution for igsue #226. Editors’ 4ctign 134.

20070123 | ASV Applied_s (re issue 4P45) to sed@ehl URI Domain Expressioh
[p.14] and5. WS-Policy Attachment for WSDL 2.9[p.22] .
Applied (re issue 4p26) to sefioWS-Policy Attachment fof

20070123 | ASV [p.22] : added wsp prefix fo Example -2 [p.24] and all occurrencps of
Policy andPolicyReference

20070123 | ASV Elzxfga typo ifA.2 Other Referencelp.44] : "[IETF RFC 3023]JIETF "RFC

20070124 | ASV Updated Sectifin Changes in this Version of the Documel{p.49] .

20070207 | ASV | Implemented the resolution for isue #306. Editors’ dctidn 158.

20070222 | ASV | Applied p missed item (re isfue #20@)2aXML Namespace§p.5] .

20070315 | PY Implemented the resolution for ifsue #391. Editors’ &ctipn 200.

20070316 | PY Implemented part of the resolution as it applies to the Attachment spec, for |ssue

. Editors’ actiop 209.
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http://www.w3.org/2005/06/tracker/wspolicyeds/actions/209
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20070321

ASV

Reset Sectifih Changes in this Version of the Documefip.49] .
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